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1. ›ṕ 

ɦ ׄԓ ᾎɧ(ѿϯ ׄᾎ)Бὑ ד108 1ѣ 1ѡ╟ᴩȲ╜Ἀ

Ṽ ɦ ׄԓ ԉ и ᾎɧ(ѿϯ и ᾎ)[1]П ῶϟɦ

Ṇ Ṯ Ḗи ⁄ɧȲṼṆ П ἤȳᶙ ἤȳҠӣἤцᾎ√

ἤ ȲԉϚ ПṮ Ḗ П ῏Ȳ ứ Ṇ ПṮ

Ḗ ( ȳМȳ )ȲṳṼ Ẕׄԓ Ȳ ᴩ ῶϫɦ Ṇ Ṯ ɧ

Ἤ ứПׄԓ ạ ╟ȴ Ṇ Ṯ иⱢ 7 ȲԚ 29 ạ

╟ ᵑȲ ṓῶ 1ȴ 

 Ṇ Ṯ ᵑ 

ạ  װ ╟ 

ậ׀ 1 ạ ǐ  

ǐ Њ  

ǐ ׀ậ 

2 ṶԈѡ Ҡ ἤ ǐ ṶԈ 

ǐ ѡ в  

ǐ ѡ ׀  

ǐ ѡ ҷ П֫  

ǐ ц  

ǐ ѡ П’  

3 ═  ǐ Ṇ Ԍ 

ǐ Ṇ  

4 ᵑ ᵑ ǐ в ṿӣ῏П ᵑ ᵑ 

ǐ ṝи  

ǐ ᵑ ֫  

ǐ Ғ ᵑ 

ǐ ‍в ṿӣ῏П ᵑ ᵑ 
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ạ  װ ╟ 

5 Ṇ ὢ  ǐ Ṇ ӢỄ Ḗ ◕ 

ǐ Ṇ ӢỄ ◕ 

ǐ Ṇ ӢỄ ◕ 

ǐ Ṇ ӢỄ ◕ 

ǐ Ṇ ӢỄ ◕ 

ǐ Ṇ ӢỄ ỗҵ ◕ 

ǐ ᶧ 

ǐ Ṇ ѝԈ 

6 Ṇ ’  ǐ П ἤ ᶙ ἤ 

ǐ ׀Пׄԓ 

7 Ṇ ᶙ ἤ ǐ ♂  

ǐ Ṇ  

ǐ ц ᶙ ἤ 

ẃ ȸӐ  

1.1 ӭᾼ 

ӐѝԈ֯סẦᵗ╜Ἀ Ṽ и ᾎП ῶϫ Ṇ Ṯ Ӕ

ứв ᴩ Ȳⱪ ֢ ׄԓ ạ ╟в Ȳ ẁ Ὑ

ᴕȴ 

1.2 ▐  

ӐѝԈиⱢ›ṕȳ Ṇ Ṯ ȳ ц ᴕѝ Ԛ 4 иȲ

ֽϯȸ 

1 ɦ›ṕɧȲ ὙӐѝԈПӭᾼȳ ӣ ц ▐ Ю ȴ 

2 ɦ Ṇ Ṯ ɧȲⱢӐѝԈ в Ȳ Ὑ֢ׄԓ
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ạ ╟ Ḗ ȴ 

3 ɦ ɧȲ ֢ ȴ 

4 ɦ ᴕѝ ɧȲ ԝӐѝԈἬ ᴕѝ ȴ 

 ԈⱢ Ṇ Ṯ ῶȲ ẁ ᴞ П ᴕȴ 

1.3 ṿӣ∂  

ӐѝԈ֯סẦᵗ╜Ἀ Ṇ Ṯ ╟Ȳ╥ᵡ ֥ Ṇ Ṯ

П ứȲ ẁ ᴕȲ ױ ⁄ṳ‍Ϛ ӣἬצ ₤ Ṇ

Ȳ ϱЬצ ֵ ᾃ Ṷ Ȳ∂ ѿ ׄ Ɫᴕ Ȳ ᴷἬ╟

ᴩׄԓ ạ ╟Пצ ἤ йἤȴ 
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2.  Ṇ Ṯ  

Ӑ Ṇ Ṯ Ȳ Ὑ 7 ȳ29 ạ ╟ ᵑП֢

ạ ╟Ȳ ὙẔ ạ ╟ȳṿӣ ȳв Ὑц Ȳṳ

ẁҠ Пᴸ ᵂⱢ П ᴕṼ Ȳ ᴕѝ ⁄Ɫ ạ ╟П

Ởҏ ц ҉ ὙȲẁ ֯ ᵂ П ᴕȴ 

ậ׀ 2.1 ạ 

2.1.1   

2.1.1.1  ∂Ӵ ạȲҔᵶ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣцᵔ

П ᶧ 

 ạ ╟ 1 

ạ ╟ 
∂Ӵ ạȲҔᵶ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣц

ᵔ П ᶧ 

ӣ  ȳМȳ  

в Ὑ ǐ ∂Ӵ Ṇ ạȲѿ й Ṇ ṿӣ῏

ȳ∟ ѻ ᵂ Ṇ ц ῏ ȴ 

ǐ ҵὢ Ṇ Ҡ ֪ṿӣ ḖȲ ‍ в ṿӣ῏(ֽϚ Ӗ

)ᴞᴩ∂ӴṿӣҵȲ в ṿӣ῏ṿӣ Ṇ ֥

ứП ᶧȲҔᵶ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ

ӣцᵔ ᵂ ṳ ᴩȴ ֪ ≡ ḖҵȲ ⁄ϱἬצ

ЛҠӦṆ ῏ԉ ȲừӦד Ϣ

ҏ Ө Ȳṳ ᶧ∟ỞҠ ᴩ ᵂ ȴᴖ

☼ ȲϚ Ҡ ӐἨ ІоṆ ᶙכȲ ד ῶ (ֽṆ

/ Ө )ȴṆ Ө ẂȲ ṓ

1ȴ 
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ạ ╟ 
∂Ӵ ạȲҔᵶ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣц

ᵔ П ᶧ 

 

ẃ ȸӐ  

1 Ṇ Ө Ẃ 

 

 ǐ ֽ ӑ∂Ӵ ạȲἨ╥ ứ ⁯ӑ

ᴩȲ⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ᵂП ạȲֽṿӣ ІоἨ Ӑ

☼ ȲṳҠ ứП ѝԈо Ȳ ▲╥ᵡ֯

צ ạМȲБҔᵶ Ө ȳ∂Ӵȳ Ḃȳ ӣȳ ӣ

цᵔ ֢ ᶧד ḖȲѿ ẁṆ ῏ Ϛ

ṿӣ῏ ᴩ Ө ц Пᵂ Ṽ ȴ 

ǐ Ϣ ừ П ᶮȲױ ҠἼ▲╠צ

ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣцᵔ ד נּ

(Ҡ ІоṆ Ἠ╥ Ӑῶ ᶮה)Ȳ М▲᷄

ṿӣ ᶮȴ 

ǐ ֽ Ϣ Ἴ▲ Ṇ МῺ ∂Пв ṿӣ῏

(ֽṆ ῏ )Ȳ ẔӨ ד נּ Ȳѿ ╥ᵡⱢӑ

Ҡ⁯Ṃᴞ∂ӴἨ ӣП ȴ֝ Ȳ Ϣ ӼҠἼ▲Ṇ

╥ᵡЬ ׀ Ṽ ᶧᶙכ ӣἨᵔ ᵂ ⁯Ь ṿӣП Ȳ

ֽБ П ȳ ≡ ц ȴ 
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ạ ╟ 
∂Ӵ ạȲҔᵶ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣц

ᵔ П ᶧ 

ᴸ  ǐ ứП Ṇ  

ǐ Ṇ Ө (ֽ Ө ῶȳṿӣ῏ Ө

) 

ǐ Ṇ ϱ Ө Ἠ נּ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-2 )[2] 

ẃ ȸӐ  

2.1.1.2  Б П Ἠ ≡ ᵔ Ἠ ӣ 

 ạ ╟ 2 

ạ ╟ Б П Ἠ ≡ ᵔ Ἠ ӣ 

ӣ  Мȳ  

в Ὑ ǐ ὑ ᵂ Ȳ ∂Ӵ ἤ ἤṿӣ῏ ȲֽⱢ

ẁ Ἠׄԓ Ϣ ṿӣȳ҅ Џᵂᾼ Ἠ֪ טּ

ᾓᴖ ṣ ∂Ӵṳ ӣ Ȳ ṿӣᶙ ∟ ậ Ẕṿӣ

ȴ 

ǐ ứ ≡ Пṿӣ Ȳֽ Ṇ б ṿӣ῏

Ө Ȳṿӣ 30щȲἨ῏ӦṆ ῏ Ӵ ≡

ṳ ứṿӣ Ѧѡ ȴ ≡ Ө ứṿӣ ẂȲ

ṓ 2ȴ 
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ạ ╟ Б П Ἠ ≡ ᵔ Ἠ ӣ 

ẃ ȸӐ  

2 ≡ Ө Ẃ 

ǐ ẓ ▲ ạȲ П Ἠ ≡ ᵔ Ἠ ӣȲẂ

ֽҠϢЏứ ᴩ ▲ȲἨὑ Ṇ ᵂᴞ

Пғ ȲֽṆ ᴞ ᵔ ᴞ∂Ӵѡ Б 30щП ȴ 

 ǐ ֽ ӑ Ἠ ≡ ȲἨ╥ ứד ⁯ӑ

ᴩȲ⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ╥ᵡб ṿӣ Ἠ ≡ Ȳṳ

ὑ Ἠ ≡ П ѠהȲҔᵶ Пᵒứц ᵔ

Ἠ ӣП ᵂѠהȴ 

ǐ Ϣ ừἼ▲ Ṇ ṿӣ ᾓȲ М▲᷄ П Ἠ

≡ ȲẂֽБ ứṿӣ П Ἠ Ȳ Ởṿ

ӣӭᾼБ ҷ⁯Ьӑᵔ Ἠ ӣȴ 

ǐ ֽ ѿ Ṇ ᵂ ᴞ ӣἨᵔ ғ Ȳ Ϣ Ҡ

ẂȲѿ Ṇ ғ Пצ ἤȴẂֽȲԒ∂ӴϚ ӣ

Ȳ Ṇ ѡ ѿ ҏ Ἠ ≡ ṿӣ Ȳԛ

╥ᵡБ ᵔ Ἠ ӣȴ 

ᴸ  ǐ ứП Ṇ ᶧ 

ǐ Ṇ Ө  

ǐ Ṇ ғ П נּ  

ǐ Ṇ נּ▲  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-2 ) 

ẃ ȸӐ  

2.1.1.3  Ṇ ӣ 



 

ӐѝԈП ᴩ╜ ׄԓ  ȴצ

8 

 ạ ╟ 3 

ạ ╟ Ṇ ӣ 

ӣ  Мȳ  

в Ὑ ǐ …╓ϵӑ Ϥ(ֽ 90щ )ṿӣṆ ὢ ᾼ Ȳ ṓ

ֽ֪ӑ Б ȳ ( ) Ϣ П ȴ 

ǐ ẓ ▲ ạȲ ӣȲἴ Ẕ ϤᴩⱢȲṿӣ

῏ Ө ӣ∟ỞҠ Ϥȴ ṓᵂᾎⱢ֯ Ὼ

›(ֽ 7щ )ȲԒ֣ṿӣ῏ ӱ‒ԈȲѿ ṿӣ῏ ᴩ

Ϥ ᵂȴ 

ǐ ϱЬҠ Л֝ ₤П Ṇ Ȳ ᵑ ᴷẔṿӣ

Ḗ ׄ Ȳứ Ẕ П ȴ Ҡứ ѿϢЏᶙ

כ ▲ᵂ ȲἨ╥ ᴷὑṆ ϱ ᵂד ғ ȲֽṼ

ứП ᴞ ӣ П ȴ ӣ ẂȲ ṓ

3ȴ 

 

ẃ ȸӐ  

3 ӣ Ẃ 

 

 ǐ ֽ ӑ ȲἨ╥ ứד ⁯ӑ ᴩȲ⁄

ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ὑ Пứ ȲҔᵶẔṿӣ ạ

Ȳṳ ạȲҔᵶᵒứ ӣ П

ᵂѠהȴ 
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ạ ╟ Ṇ ӣ 

ǐ Ϣ ừἼ▲ Ṇ ṿӣ ᾓȲ М▲᷄ П

ȴ 

ǐ ֽ ѿ Ṇ ᵂ ᴞ ӣғ Ȳ Ϣ Ҡ Ẃ

ѿ Ṇ ғ Пצ ἤȴẂֽȲԒ∂ӴϚ ӣ Ȳ

Ṇ ѡ ѿ ҏ ṿӣ Ȳԛ ╥ᵡБ

ӣȴ 

ᴸ  ǐ ứП Ṇ ᶧ 

ǐ Ṇ Ө  

ǐ Ṇ ғ П נּ  

ǐ Ṇ נּ▲  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-2 ) 

ẃ ȸӐ  

2.1.1.4  ứ Ṇ ПṆ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣ

цᵔ  

 ạ ╟ 4 

ạ ╟ ứ Ṇ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣцᵔ  

ӣ  Мȳ  

в Ὑ ǐ ứ (ֽḕủ ) Ṇ ▲♄ Ȳѿ ПӨ ȳ

∂Ӵȳ Ḃȳ ӣȳ ӣцᵔ ד נּ Ȳѿ ӑ ᾼ

ḆᴩⱢȴ 

ǐ ȲừҔᵶṆ ῏ ȳ∟ ѻ ᵂ Ṇ

ц ῏ ȲӼҠ ᴷ ᴩ ḖȲ Ϥ в

цҵ Ϛ ṿӣ῏ Ȳṳ Ṽ ứ ▲ ӣἨᵔ П

Ȳֽ ȳ ≡ ц ȴṆ נּ▲

ẂȲ ṓ 4ȴ 
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ạ ╟ ứ Ṇ ПӨ ȳ∂Ӵȳ Ḃȳ ӣȳ ӣцᵔ  

 

ẃ ȸӐ  

4 Ṇ נּ▲ Ẃ 

 

 ǐ ֽ ӑứ ᴩ ▲♄ Ȳ⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ Ἠ ד Ϣ Ȳ МϠ ᴩП

▲ ạȲᵶ Ѡה ȴ 

ǐ  Ϣ ừἼ▲ Ṇ צ Пṿӣ ᾓȲṳ נּ

ѩ Ȳѿ Пצ ἤȴ 

ᴸ  ǐ ứП Ṇ ᶧ 

ǐ Ṇ Ө  

ǐ Ṇ נּ▲  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-2 ) 

2.1.1.5  ứ ֢Ṇ П ἨҠṿӣ Ṇ Пṿӣ ᾓц

Ԉ 

 ạ ╟ 5 

ạ ╟ 
ứ ֢Ṇ П ἨҠṿӣ Ṇ Пṿӣ ᾓ

ц Ԉ 

ӣ   

в Ὑ ǐ …╓ṿӣ῏ϵӑ ᵂṆ П ᴩⱢȲ ϵȲҠ
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ạ ╟ 
ứ ֢Ṇ П ἨҠṿӣ Ṇ Пṿӣ ᾓ

ц Ԉ 

╥ṿӣ῏Б Ṇ ᵂ ⁯ӑᴞᴩ ҏ Ȳױ ὔ כ

҃Ϣ ӣᾼ ȷҠṿӣ ֽḕװ Ϥ ∟ ᴩṆ

ᵂ ạ(ֽ 1Њ )Ἠ ◕ ạ(ֽ 18:00› )ȴ Ṇ

Пṿӣ ᾓц Ԉ…╓ Ṇ ᾼṿӣ ạȲֽ ₤ ғ

ạȳ ᵂ ◕ ạȳẃ ᴯᵿȳ ц׀ậ ȴ 

ǐ ϱ֪֢ Ṇ ṿӣ ḖП ȲṆ ῏Ҡ ứЛ֝ᾼ

ἨҠṿӣ Ȳṳ ạ֢ ṿӣ ᾓц Ԉѿ ’ׄԓἤȴ

ṷ Ԉ ạȲҠ ὑ ד вȲӼҠ ╥ӑὙѝ

ứᾼṿӣ Ẃ ḖȲ Ṇ ῏цד Ϣ ῀ ṷṿ

ӣ ạȲṳ ’ Ṇ Б ӣד ứȲẂֽ (Session)

ạ ᵓӣẃ ṿӣ῏ ᴻὢ П ᾼ ᾭ Ȳֵ ▐

Ꞌ в∂ ғ Ȳṳ ứṿӣ῏ ᵂᾼ ȴѿ.NET

▐ⱢẂȲ ứ Ɫ 20и Ȳ ṿӣ῏

ᵂ 20и ᵛᴞ ҏȴṆ ῏ϷҠᵓӣWeb.config

ứ Ḇ ứ Ȳ Ẃ ṓ 5ȴ 

 

ẃ ȸӐ  

5 ᵂ ứ Ẃ 

 

 ǐ ֪Ṇ ṿӣ ḖЛ ứ ạ ҵȲ ⁄ϱṆ

ứ ѿṮѦ ӣȴ Ϣ ừѿ ׄ Ṕ⇔Ȳ ᴷ

Ἤứ ἨҠṿӣ ứ Пצ ἤȲ ч֥

ᵂ Ἠᶙԓӑ ᴩ ứȲӼӑ ạԉᴶṿӣ ᾓц ԈȲ כ

ׄ с῏Ȳ ⁄ϱ Ɫӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ứП Ṇ ἨҠṿӣ П

ứ ȲҠ Ϣ ȳ ד Ȳѿц ӣ

ה Ở Ἠ ứ Ѡהȴ 
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ạ ╟ 
ứ ֢Ṇ П ἨҠṿӣ Ṇ Пṿӣ ᾓ

ц Ԉ 

ᴸ  ǐ ứП Ṇ ᾎ 

ǐ Ṇ ғ  

ǐ Ṇ ӣ ה Ở Ἠ ứ ד П ứ  

ᴕѝ  ǐ ׄ ԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-2 ) 

ǐ ׄ ԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ 20-Ṇ ᶙ ἤ

System and Information Integrity (ạ ╟ SI-14‍═ ἤ) 

ẃ ȸӐ  

2.1.1.6  Ἤ ҠП ἨҠṿӣ ȲṆ ᴞ ṿӣ῏

ҏ 

 ạ ╟ 6 

ạ ╟ 
Ἤ ҠП ἨҠṿӣ ȲṆ ᴞ ṿӣ῏

ҏ 

ӣ   

в Ὑ ǐ Ṇ ứⱢ Ἤứ ᾼ ᵂ ѿᴞ ҏ ȲҠ ю

љ ӣᾼ ȴ∂ ṿӣ ▐в∂ᾼ ạȲ

Б ᾼ ȲЛ Ѡ―ṿӣȲӼ ẁṜ ᾼׄԓ’ ȴ 

ǐ Ӧ Ϣ ᴞᴩ ҏ ạȲ ’ ᴩ ҏ Б

ᵂ ȴϚ ṓᾼṆ ҷ╥֯ ∟ ᵂ

֣ Ϥ Ȳ⁯Ь ׀ ᾼצ Ȳױ

ṿӣ῏Ҡ ᵓӣ נּ Ἠɦ֫ϱϚ ɧғ Ȳậ

Ởᾼ Ϥᾭ ȴ 

 ǐ ֽ Ṇ ӑ֯ ᴞ ṿӣ῏ ҏȲ⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ Ҡ ᴷ ẂȲֽ∂Ӵ ṳ Ϥ Ṇ Ȳ

ҠП ∟Ȳԛ ᵂṆ ғ Ȳױ Ṇ ᴞ
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ạ ╟ 
Ἤ ҠП ἨҠṿӣ ȲṆ ᴞ ṿӣ῏

ҏ 

ṿӣ῏ ҏἨ Ḗ ϤỞҠ ᵂṆ ғ ȴṿӣ῏

ҏṆ ӱ Ȳ ṓ 6ȴ Ḕ вҠ Ϥṿӣ ɦ֫

ϱϚ ɧᾼғ Ȳ ᾎй ֫ẞБ Ϥᾭ Ȳѿ ’ љ ҏ

ạПצ ἤȴ 

 

ẃ ȸӐ  

6 ṿӣ῏ ᴞ ҏ 

 

ᴸ  ǐ ứП Ṇ ᾎ 

ǐ Ṇ ғ  

ǐ Ṇ ӣ ה Ở Ἠ ứ ד П ứ  

ǐ Ṇ ᴞ ҏғ П נּ  

ᴕѝ  ǐ ׄ ԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-2 ) 

ǐ ׄ ԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ 20-Ṇ ᶙ ἤ

System and Information Integrity (ạ ╟ SI-14‍═ ἤ) 

ẃ ȸӐ  

2.1.1.7  Ṽ ứП ᾓц ԈȲṿӣ Ṇ  



 

ӐѝԈП ᴩ╜ ׄԓ  ȴצ

14 

 ạ ╟ 7 

ạ ╟ Ṽ ứП ᾓц ԈȲṿӣ Ṇ  

ӣ   

в Ὑ ǐ Ɫ о Ṇ ׄԓἤȲṆ ῏Ҡ ạ֢ Л֝ṿӣ ᾓц

ԈȲṿӣ῏ ֥Ἤ ứПṿӣ ȴ 

ǐ Ẃ Ὑȸ в Ṇ б ֝Чᵓӣ ADӭ ὢ

ϤȲṳ ạ ẃ IPᴯᵿ: 10.0.2.1~10.0.2.250Ȳᴖ Ṇ

∟ ῏ ᵓӣӐ ᴯᵿ(127.0.0.1)׀ậ Ȳ

Ѧ Ϥ ῏ ȴѿ Apache Tomcat 9ⱢẂȲҠ

ứ manager.xmlв RemoteAddrValve Ȳб Ἠ

ἴ ứẃ ᴯᵿᾼ Ȳ ὍӐ ậП׀ ứ ẂȲ ṓ

7ȴ 

 

ẃ ȸӐ  

7 Apache Tomcat Ӑ ậ׀ ứ Ẃ 

 

 ǐ ֽ Ἴ▲ Ὑ П ṿӣᴩⱢȲ⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ Ἤ ứП Ṇ ṿӣ ȲἨ ד

Ϣ ц Ṇ ứ ѠהȲѿϠ ҠПṿӣ ᾓ

Ԉȴ 

ǐ Ϣ Ҡ ᴷ ẂȲѿ ṷ Ԉ ạ╥ᵡ צ

ȴẂֽȲ Ṇ б в ᴩ׀ậȲ Ϣ

Ҡ ṿӣҵ ᵡ ϤṆ ȴἨҠ Ṇ ѡ (logs)

М ṿӣᴩⱢּנ Ȳ▲᷄ ṿӣᴩⱢȲҔᵶ Ϥӑ Ө

ҠП ȳ ‍ Ҡ ẃ Ἠ ◕ ϤȲѿц П ậ׀

ᴩⱢ ȴ 

ᴸ  ǐ ứП Ṇ ᾎ 
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ạ ╟ Ṽ ứП ᾓц ԈȲṿӣ Ṇ  

ǐ Ṇ נּ▲  

ǐ Ṇ ѡ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-2 ) 

ẃ ȸӐ  

2.1.1.8  Ṇ Ȳֽ ṿӣ ֫ ῏ 

 ạ ╟ 8 

ạ ╟ Ṇ Ȳֽ ṿӣ ֫ ῏ 

ӣ   

в Ὑ ǐ ṿӣ…╓ ṿӣ῏ѡ Џᵂṿӣ דЛה ПᴩⱢȲẂ

ֽὑ Ϥ Ṇ ȳὑ‍ ậ׀ Ṇ ὢ ȳ

ậ׀ ҏ ЛӔ ᾼ ☼ ȲἨ╥ ṝи

ҷ ᾓȴ 

ǐ Ṇ П Ȳֽ ה֢ ׄ Ṯ ₇ȲҔᵶᵀЛ

ὑׄԓ ṶԈ (Security Information and Event 

Management, SIEM)ȳϤ– Ṇ (Intrusion Detection System, 

IDS)ȳϤ– ṮṆ (Intrusion Prevention System, IPS)ȳ ӣ

Ṯѭה (Web Application Firewall, WAF)ȳṝи ᵑ ậ׀

(Identity and Access Management, IAM)ѿц

(Privileged Account Manager, PAM) ȲӼҠ ᴷ Ϥ SOCὢ Ȳ

Ἠὑ Ṇ ӱғ Ȳֽ ᵂṆ Ẃҵ (Exception 

Handling) ạȲ Ӣ ᴿ ȳ ậц׀ ṿӣ

ᴩⱢ ҏ ᵫȴ 

ǐ ֣ ῏֫ ѠהȲֽϢЏ֫ ȳὑṆ ᵂ ӱ ᵫ Ȳ

ѿц ӱ‒ԈἨ ֢ ῀ѠהȴWAF ӱ‒Ԉ ẂȲ

ṓ 8ȴ 
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ạ ╟ Ṇ Ȳֽ ṿӣ ֫ ῏ 

 

ẃ ȸӐ  

8 WAF ӱ‒Ԉ Ẃ 

 

 ǐ ֽ ӑẓ Ṇ П ᴩⱢ ц ϩȲ

⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ứП Ṇ ṿӣ ȲἨ ד

Ϣ ц Ṇ ứ ѠהȲϠ Ṇ П ц֫ ạȴ 

ǐ Ϣ ừ Ṇ נּ Ȳֽ IDS/IPS WAF ׄ Ἠ

Ṇ ᴞ∂ПṆ ѡ Ȳ Ὼ ╥ᵡ ҏ ᴩⱢȲ

ṳ ∟ נּ ц Ϣ ȴ 

ǐ Ϣ ừ ᴷ ẂȲѿ ẓ ṿ

ӣ ϩȴẂֽȲ Ҡ ậ׀ Пᴩ
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ạ ╟ Ṇ Ȳֽ ṿӣ ֫ ῏ 

ⱢȲ Ϣ ừᵓӣ ậӑ׀ ᾼ ἨṆ

ғ Ȳ ╥ᵡ ạἬ ṳ ҏ ӱȴ 

ᴸ  ǐ ứП Ṇ ᾎ 

ǐ Ṯ ד נּ Ȳֽ SOC נּ ȳWAFѡ  

ǐ Ṇ ѡ (logs) 

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-2 ) 

ẃ ȸӐ  

2.1.2  Њ  

2.1.2.1  Њ ⁄Ȳ б ṿӣ῏(Ἠ҅ῶṿӣ῏ᴩⱢП ᶧ)Ṽ ԉ

ц ғ Ȳᶙכ╓♆ԉ Ἤ П  ậ׀

 Њ ạ ╟ 

ạ ╟ 
Њ ⁄Ȳ б ṿӣ῏(Ἠ҅ῶṿӣ῏ᴩⱢП ᶧ)Ṽ

ԉ ц ғ Ȳᶙכ╓♆ԉ Ἤ П  ậ׀

ӣ  Мȳ  

в Ὑ ǐ Ṽ Ṇ ṿӣ ḖȲ С֢ Ϣ Ӈ ПṆ ậ׀ ȴ

ЏПṆ ậ׀ Ȳ ѿ ᴩᾎứԉ ἬӇ ῏Ɫ ȲẂֽ

Л֝ ᴯ֪ṿӣ Ḗ ȲἬ Сᾼ Ṇ ậ׀ Ӽ

Ἤצ ᵑȲ ṿӣ῏цṔᴥȲ СἬ ᾼ ᵅ ȴ

ᶧ(process)цᴻὢ ὢ П ᴩ ȲӼ ֥ Њ

⁄ȲẂֽѿϚ ṿӣ῏ ᴩȲ ᵍṿӣṆ ῏

Ἠ ȴ 

ǐ Ṇ ПϢ ц ᶾ ᵂ ạП

ứϢ Ȳ П ᴷ ạȲṮ ‍ Ӈ Ἤ

П Ϣ ‍ ṿӣ῏ ᴩ ғ Ȳֽ ∂ ȳ Ғ

  Ἠ ḆṆ ứ ȴ ӼҠ ứ
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ạ ╟ 
Њ ⁄Ȳ б ṿӣ῏(Ἠ҅ῶṿӣ῏ᴩⱢП ᶧ)Ṽ

ԉ ц ғ Ȳᶙכ╓♆ԉ Ἤ П  ậ׀

▲Ȳ ṿӣ῏ Ẕ ╥ᵡ ֥Ẕ Ἤ П Њ

ȴ 

ǐ Ṇ ẓ ậ׀ ạׄԓ ạȲ ӣ Њ П ⁄Ȳ

Ҡѿᴕ ᶧȳṿӣ῏ṔᴥцṆ Ȳṳ ὢ

ậ׀ ạԝῶ Ѡה ứ ậѿ׀ Њ ȴ

Њ ⁄ ӱ Ȳ ṓ 9ȴ М Ϣ Ҡ׀ậ

ד Ṇ ғ Ȳ Ѧ׀ậ ғ Ṇ ғ ȴ 

 

ẃ ȸӐ  

9 Ṇ ӣ Њ ⁄ӱ  

ǐ Ӏ ϱӼ ֵ ḟѠ ȲҠẦᵗ Ϛ ṿӣ῏

ṿӣ῏ ṳ ạẔ׀ậ Ȳֽṝи ᵑ ậ׀

(Identity and Access Management, IAM)

(Privileged Account Manager, PAM) ȴ ṷ ḟѠ Ҡᶶ ∂Ӵ

Ϛ ἤᾼ׀ậ ạ╜ ȳ ậ׀ ⁄ц ẁ ὰ ᵂ

ȲṼ ₇ ₤Л֝Ȳ ҔᵶṆ ȳ ѻ ᾼ Ϛ

Ϥȳṿӣ῏ цӭ ὢ (AD) ȴ 

 ǐ ֽ Ἴ▲ Ὑ ч Њ ⁄ПṿӣᴩⱢȲ⁄ӑ ױ֥

ạ ╟Ȳֽṿӣ῏Ἤ П ȲὙ ҏẔ ậ׀

ȳ Ὅ ȴ 
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ạ ╟ 
Њ ⁄Ȳ б ṿӣ῏(Ἠ҅ῶṿӣ῏ᴩⱢП ᶧ)Ṽ

ԉ ц ғ Ȳᶙכ╓♆ԉ Ἤ П  ậ׀

ǐ  Ϣ ừ ứП Ṇ ד ṿӣ ȲἨ ד

Ϣ ц Ṇ ứ ѠהȲ Ṇ ứц

Ὅᾭᾓȴ 

ǐ Ṇ ⁄ϱ иϚ ṿӣП Ṇ П

Ȳ б ậṆ׀ ד ғ ȴ Ϣ

Ҡ ᴷ ẂȲֽᵓӣϚ ṿӣП Ȳ

ậṆ׀ ᵿцғ ȲṆ Ѧ׀ậ ғ ȴ 

ᴸ  ǐ ứП Ṇ ᾎ 

ǐ Ṇ ậ׀ ạғ П נּ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-6 Њ ) 

ẃ ȸӐ  

 ậ׀  2.1.3

2.1.3.1  ὑḕϚ б П ậ׀ ₤Ȳᶁ Ԓậ Ȳ∂Ӵṿӣ ạȳ

Ḗȳ ḖцѝԈо  

ậ׀  ạ ╟ 1 

ạ ╟ 
ὑḕϚ б П ậ׀ ₤Ȳᶁ Ԓậ Ȳ∂Ӵṿӣ ạȳ

Ḗȳ ḖцѝԈо 

ӣ  ȳМȳ  

в Ὑ ǐ ׀ậ…╓ṿӣ῏(Ἠ҅ῶṿӣ῏ᴩⱢ ᶧ) ‍Ӑ֮

(ֽ ) ậ׀‒ Ṇ П ᴩⱢȲ ӣ Ầứ

ҔᵶᵀЛ ὑ HTTP(S)ȳSSHȳ (RDP)ц VPN ȴ 

ǐ Ṇ Ἤצб ᾼ ᴩⱢȲẔМҔᵶ ὑ ӣ ה

цᵂ Ṇ ᾼ׀ậ ạȲ ▲∟ỞҠὍᴩȴẂֽȲ

ỪѠ е ἬצӖ ậȲ׀ ᵂἨ∟ү
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ạ ╟ 
ὑḕϚ б П ậ׀ ₤Ȳᶁ Ԓậ Ȳ∂Ӵṿӣ ạȳ

Ḗȳ ḖцѝԈо 

ғ Ȳ⁄Ҭ Ὅ ẓדצ Пṿӣ῏ ṿӣȲ ᶙכṝи

ц ▲∟ȲỞҠ׀ậד ғ ȴⱢצ ᴩ׀ậ ạȲ

Ṇ ∂Ӵד ṿӣ ạȳ Ḗц ḖȲẔМҔᵶṿ

ӣ῏ṝи ₤ȳẃ ᴯᵿȳ Ϣ ϱ ȳ ₤ȳ Ὅ

◕ȳб ậᾼғ׀ цԉᴶԒ Ԉ ạȴ 

ǐ ṿӣ ֽ Ṇ Ɫ֪ еП Ḗᴖ Ὅ VPN ׀

ậȲᵀ ạṿӣ῏ Ɫ ֝Ч AD ϤȲṳṿӣ

П OA Ȳ Бׄ цḆ Ṯ◖ ∟ỞҠ Ȳ ∟

б ậ׀ ứṆ ғ ȴ 

ǐ Ṇ ậ׀ ạ ѝԈоȲצᵗὑѡ ѡ∟

▲ ᵂ Ȳֽ Ҡ ד ṿӣ ὑ Ṇ ѝԈἨ╥

Ϛ ὑ ד ᾎȴ 

 ǐ ֽ Ἴ▲ Ṇ ӑ ạ ậᴩⱢἨ׀ ▲ ạ Ȳ⁄

ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ Ҡ ᴷ Ẃȷ Ẃֽ Ṇ е ҵȲ

Ẕ ғ Ϛ√ Ϥṳậ Ṇ ∟Ở ậȴ׀

ᴕ Ḕ Ẃֽȸ 

1.Ԓṿӣ ϤṆ ṳ׀ậғ Ȳ ᵂ ӱ ṓ

10ȴ 

 

ẃ ȸӐ  

10 Ṇ ạ Ẃ 

2. ᵿ ϯẃ(ֽ Ẃ http://localhost/Lab/Admin/Default) 
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ạ ╟ 
ὑḕϚ б П ậ׀ ₤Ȳᶁ Ԓậ Ȳ∂Ӵṿӣ ạȳ

Ḗȳ ḖцѝԈо 

3. ҏ ȴ 

4.֯ӑ Ϥ ᾓϯȲ᾿ ậἬ׀ ᾼ ᵿȴ 

ױ.5 Ṇ ἴ ӑ ᾼ׀ậᴩⱢȲֽ Ḗṿӣ῏ Ϥ Ἠ

ӱ ȴ 

ǐ Ϣ ừ ứП Ṇ ד ṿӣ Ἠ ד

Ϣ Ȳṳ Ἤ ᵂПׄԓ ạ ╟ȷẂֽ ạ ◕Ἠ

Ṇ ғ ȳ ạṿӣׄԓҒ ȳ∂Ӵ (Ӫ)֤ ạẃ IP

ᴯᵿȳѻ ц ȴ 

ǐ Ἤ ҏПѝԈо ὨȲҔᵶד ᾎ(ֽṆ ғ

ȳVPN ṿӣ ứȳỗҵ ṿӣ )Ȳѿц

ứἨ ᴩּנ Ȳֽ ἨṮѭ ⁄Ө ц נּ ȴ 

ᴸ  ǐ ứП  

ǐ Ṯѭ ⁄ȳ׀ậ ạԝῶ(ACL) 

ǐ Ṇ ậ׀ ạғ П נּ  

ǐ Ṇ ѡ  

ᴕѝ  ǐ ׄ ԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-17  (ậ׀

ǐ ׄ ԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ 10- ᵑ ᵑ

Identification and Authentication(ạ ╟ IA-2в ṿӣ῏П

ᵑ ᵑ) 

ẃ ȸӐ  

2.1.3.2  ṿӣ῏П ▲ᵂ ὑᴻὢ ᶙכ 

ậ׀  ạ ╟ 2 

ạ ╟ ṿӣ῏П ▲ᵂ ὑᴻὢ ᶙכ 

ӣ  ȳМȳ  
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ạ ╟ ṿӣ῏П ▲ᵂ ὑᴻὢ ᶙכ 

в Ὑ ǐ Ṇ ▲ṿӣ῏׀ậ Ȳ Ѧӑ Ṇ ậᴩⱢȷ׀

Ṇ ▲ᵂ ᵂὑṿӣ῏ (ֽ JavaScriptȳMobile App

)⁄Ҡ Ɫ Ȳ֪ẔҠ ṿӣ῏ᵓӣ Ḃ Cookies

в Ἠ ⅔Ҕв њᾎ ▲ ạȲ╝ Ṇ ὑᴻὢ

ᵂ ▲ȴ 

 ǐ ṿӣ῏ ᴩ ậ׀ ȲֽṆ ӑὑᴻὢ ᵂ ▲ᵂ Ȳ

⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ Ṇ П ▲ ᵂѠהȲ╥ᵡὑᴻὢ ᶙ

ȴ֪כ ▲ ạ Ɫ Ȳ Ϣ ҠԒᴩ ד Ṇ

ѝԈ(ֽṆ ғ )ȲἨӦṆ Ϣ ὙṆ

▲ ᵂѠהȲṳ ẁ ӣ ה Ở ἨṆ ғ נּ ד

ᴸ ȴ 

ǐ ▲П ᵂѠהȲ Ϣ ӼҠ ᴷ ẂȲ∂

OWASP Zed Attack Proxy (ZAP)Ἠ Burp Suite ҅ ᴻὢ

(Proxy)Ȳ ḃ ῏ḃ њᾎѿ ⅎљ П ▲ȴ

ӱ Ȳ ṓ 11ȴ 

 

ẃ ȸӐ  

11 ӱ  

ǐ ṿӣ ZAPП ᴕḔ ֽϯȸ 

1.ׄ ṳ ӣ ZAPȲ Toolsғ  >> Options >> Local 

ProxiesȲ ṓ 12ȴ 
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ạ ╟ ṿӣ῏П ▲ᵂ ὑᴻὢ ᶙכ 

 

ẃ ȸӐ  

12 ZAP Proxy Ẃ 

2. ѻ Proxy ứȲ Ẕ Ἤצ☼ ᾼ ☼

Ȳ ṓ 13ȴ 

 

ẃ ȸӐ  

13 ѻ Proxy ứ Ẃ 
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ạ ╟ ṿӣ῏П ▲ᵂ ὑᴻὢ ᶙכ 

3. ᵓӣϚ ṿӣП Ȳ ậṆ׀ ғ ȴ 

4. Proxy Ḃ ⅔ҔвἬ ᾼ Ȳ ᴻὢ ᴩ

ḃ ȴ ӣњᾎֽ ╥ᵡ֯׀ɦroleɧȳɦuserɧцɦadminɧ

ӣẃ ṿӣ῏ṝиП ȲẂֽ ɦrole=userɧ ḂⱢ

ɦrole=adminɧȲѿ Ϛ ṿӣ῏ сᴟṆ ῏ ȴ

ғכ Ḃ∟Ṇ б ậ׀ ғ ȲῶӱБ ᵓ ṿӣ῏ ᾼ

▲Ȳ Ϸ҅ῶṆ ӑὑᴻὢ צ ▲ṿӣ῏ ȴ 

ᴸ  ǐ ứП  

ǐ Ṇ ậ׀ ạғ נּ  

ᴕѝ  ǐ ׄ ԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-17  (ậ׀

ǐ ׄ ԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ 10- ᵑ ᵑ

Identification and Authentication(ạ ╟ IA-2в ṿӣ῏П

ᵑ ᵑ) 

ẃ ȸӐ  

ậ׀  2.1.3.3 в ◕Ἠ Ṇ ∟ П  

ậ׀  ạ ╟ 3 

ạ ậ׀ ╟ в ◕Ἠ Ṇ ∟ П  

ӣ  ȳМȳ  

в Ὑ Ҡ ֪ṿӣ ḖȲᴖб в ṿӣ῏(ֽҵ ᴯȳỰ

е )Ἠ ᴞ ẃ ậ׀ в ◕Ἠ Ṇ ∟үȲѿ

ᴩṆ ᵂ ȴ ϱ VPN∂Ӵׄԓ Ȳѿ’

ᾼ ἤ ᶙ ἤȲ ױ ᴩⱢ֪ẓ ⇔

ׄ Ȳ−Ҡ ḃ ῏ᵓӣᵂⱢṆ Ϥ– Ȳ╝ ừṿ

ӣ ׄԓ (ֽ FirewallȳWAFц IPS/IDS )Ἠὢ (ֽ

SOC )Ȳ ậ׀ в ◕Ἠ Ṇ ∟ П

Ȳѿц Ἠ ḃ ᴩⱢȴWAF Ṇ ∟
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ạ ậ׀ ╟ в ◕Ἠ Ṇ ∟ П  

ү ẂȲ ṓ 14ȴ 

 

ẃ ȸӐ  

14 WAF Ṇ ∟ү Ẃ 

 

 ǐ ֽ ӑ ậ׀ в ◕Ἠ Ṇ ∟ П Ȳ⁄ӑ

ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ד Ϣ (ֽ ῏ȳ Ϣ )Ȳṳ

ד ứȲѿϠ ֽᴶ Ṇ ȴ 

ᴸ  ǐ ứПṆ ᶧ 

ǐ Ṇ נּ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-17  (ậ׀

ẃ ȸӐ  

2.1.3.4  ӣҒ ạ 
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ậ׀  ạ ╟ 4 

ạ ╟ ӣҒ ạ 

ӣ  ȳМȳ  

в Ὑ ǐ Ɫ’ ậ׀ ᾼ ἤ ᶙ ἤȲ Ṇ ӣҒ

ạѿ∂Ӵׄԓ Ȳ ṓ ӣֽ ӣ HTTPS TLS 1.2Ғ

Ầứ ȴ 

ǐ ϱ Ҡ ֪Ự е ṿӣ ḖȲᴖб ֝ЧἨṆ

Ϣ ậв׀ ◕Пὢ Ἠ Ṇ ∟ Ȳױ ∂Ӵ

VPNׄԓ ȲṳҠ ạ ẃ ѿ ᵅ׀ậ ȲVPN

ậ׀ Ṇ ὢ ẂȲ ṓ 15ȴ 

 

ẃ ȸӐ  

15 VPN ậ׀ Ṇ ὢ Ẃ 

ǐ ֽ Ṇ б Ϣ ὢ Ϥᴻὢ ᴩ

ᵂȲⱢ ᵅ ⅎᵓӣ ὢ Ϥ–ᾼ ȲӼ о

ᴻὢ Ӑ ׄṮ ứȲ ӣҒ ạȴֽ ╜Ἀ

П∂ ȲὑWindows Server ӣɦ ׄԓᾼ RPC

ɧ ứȲRPCЮ ╥ӣὑ ц ứ ὢ Ȳ ӣ

ׄԓᾼRPC ∟Ȳ ὢ Ҭ ắќ ׄԓ ḖᾼRPC

ӣљ ҏ ḖȲ Ѧ ӑắ‒ԉӣљ ᴩ‍ׄԓἤ Ȳѿ

Ғױ ӣљ ὢ ׄԓἤȴ ứ Ɫɦ
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ạ ╟ ӣҒ ạ 

ứ\Ṇ Ӑ\WindowsаԈ\ ὢ \ Џ

ᵂ ◕ѻ \ׄԓἤ\ ׄԓᾼ RPC ɧȲ ứ Ẃ ṓ

16ȴ 

 

ẃ ȸӐ  

16 ứ Ғ Ẃ 

 

 ǐ ֽ Ἤб Пԉᴶ Ṇ ậ׀ ӑ ӣҒ ’ Ȳ⁄ӑ

ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ứП Ṇ ד Ȳṳ ד

Ϣ (ֽ ῏῏ȳṆ ῏ )Ἠ Ṇ ứȲѿ

Ṇ ἬṿӣП ậ׀ Ғ ạȴ 

ǐ Ϣ ừ ᴷ ẂȲ ПᴩⱢȲѿ Ғ

ạПצ ἤȴ Ẃֽṿӣ HTTP ᴩӑҒ П ׀

ậȲἨ֯ӑ∂Ӵ VPN ᾓϯ ậṆ׀ ғ ȲṆ
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ạ ╟ ӣҒ ạ 

ἴ Ἠ ạ ֣ᴟ HTTPSҒ ȴ 

ᴸ  ǐ ứП  

ǐ Ṇ Ғ П נּ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-17  (ậ׀

ẃ ȸӐ  

ậПẃ׀  2.1.3.5 Ɫ Б Ԓứ ц П׀ậ ạ  

ậ׀  ạ ╟ 5 

ạ ậПẃ׀ ╟ Ɫ Б Ԓứ ц П׀ậ ạ  

ӣ  Мȳ  

в Ὑ ǐ ׀ậᴩⱢ ∟ỞҠὍᴩȲ Ӈצ б ҵ ׀

ậПṆ ғ Ȳ ạ ậ׀ ạ ѿ ᵅ ắḃ Ȳ

ֽ ᵑẃ ѻ ȳẃ IPᴯᵿȳӭᾼ IPᴯᵿȳ Ѐц

Ầứ ạȲ ᵍԓ ἤ Ὅ׀ậȴ 

ǐ ѿWinows IISᴻὢ ⱢẂȲҠᵓӣɦIP Address and Domain 

Restrictionsɧғ Ȳ ứẃ ᵿᾼ (Ӫ)֤ Ȳ ứ Ẃ ṓ

17ȴ 
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ạ ậПẃ׀ ╟ Ɫ Б Ԓứ ц П׀ậ ạ  

 

ẃ ȸӐ  

17 IIS ạ ẃ ᵂ Ẃ 

 

 ǐ ֽ ӑứ ц П Ṇ ậẃ׀ Ἠ╥ ạ

Ȳ⁄ӑ ױ֥ ạ ╟ȴẂֽȲ б ҵ ᴯȳ֝Ч

еἨṆ ᴩ ậ׀ Ṇ Ȳױ ∂Ӵ

Ӫ֤ Ȳֽ Ṯѭ ⁄Ἠ Ṇ ứȲ

ѿ ӑ ᾼ ẃ ȴ 

ǐ Ϣ ừ ứП Ṇ ד ṿӣ Ȳṳ ד

Ϣ (ֽ ῏ȳṆ ῏ )Ἠ Ṇ ứȲѿ

Ἤứ ᾼ׀ậ ạ ȴ 

ǐ Ϣ ừ ᴷ ẂȲ ӑ П ПᴩⱢȲ

ֽṿӣӑ Ԓứ Пẃ IPȲṆ ἴ  ậȴ׀

ᴸ  ǐ ứП  

ǐ ПṮѭ ⁄ȳACL 

ǐ Ṇ ậ׀ ạғ נּ  

ǐ Ṇ ѡ  
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ạ ậПẃ׀ ╟ Ɫ Б Ԓứ ц П׀ậ ạ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ ậ׀-4 ạ Access 

Control ( ạ ╟ AC-17  (ậ׀

ẃ ȸӐ  

2.2 ṶԈѡ Ҡ ἤ 

2.2.1  ṶԈ 

2.2.1.1  ứѡ П ц ╜׀ Ȳṳ’ ѡ ᴟюг ѣ 

 ṶԈ ạ ╟ 1 

ạ ╟ ứѡ П ц ╜׀ Ȳṳ’ ѡ ᴟюг ѣ 

ӣ  ȳМȳ  

в Ὑ ǐ ứד ᾎѿᶔ ׀ Ṇ ѡ ȲҔᵶᵀЛ ὑ

Ṇ ᴻὢ ѡ ȳ ѡ цᴻὢ ᵂ Ṇ ѡ Ȳ

ѿ ֥ ה ȳᴩⱢ ȳ ậ цᾎ√ ӣ ȴ

Ṇ ѡ ׀ ᴟю’ 6 ѣȴѡ ׀ ẂȲ

ṓ 18ȴ 

 

ẃ ȸӐ  

18 ѡ ׀ Ẃ  

 

 ǐ ֽ ӑ ứѡ П ц ╜׀ ȲἨ ѡ׀ ӑ

6 ѣȲ⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ứПṆ ѡ ׀ Ȳṳ ד
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ạ ╟ ứѡ П ц ╜׀ Ȳṳ’ ѡ ᴟюг ѣ 

Ϣ (ֽṆ ῏ )Ȳѿ Ἤ ứּנ ׀

╜ ȴ 

ǐ Ϣ ừἼ▲ Ṇ ѡ Ȳֽ Ṇ ᴻὢ ѡ ȳ

ѡ цᴻὢ ѻ ᵂ Ṇ ѡ Ȳ БҔᵶ 6 ѣ

ѡ в ȴ 

ᴸ  ǐ ứПѡ ד ᾎ 

ǐ Ṇ ѡ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ 6- ếҠ ἤ Audit 

And Accountability ( ạ ╟ AU-11ѡ П’׀) 

ẃ ȸӐ  

2.2.1.2  ’ Ṇ צ ứṶԈПғ Ȳṳḟứ П ứ Ṇ

ṶԈ 

 ṶԈ ạ ╟ 2 

ạ ╟ 
’ Ṇ צ ứṶԈПғ Ȳṳḟứ П ứ Ṇ

ṶԈ 

ӣ  ȳМȳ  

в Ὑ Ṇ ṶԈ…╓ԉᴶ Ӣ֯ Ṇ МҠ ẞᴩⱢᾼ

ὨȲ ẓ ׄ П ứṆ ṶԈ Ӣ Ȳ Ṇ

Ṇ ѡ ғ Ȳѿ Ṷ Ṇ ᾭ ȴⱢṿѡ иέҠצ

ᵂӣȲ ҁ ᴷṆ ṿӣ Ḗ ׄ ∟Ȳứ ṷṆ

ṶԈ ϯѡ Ȳ ᵍ ғ ☼ὑᶮהȲ Ӽ ᵍ ЛӇ׀

ПṆ ṶԈѡ Ȳ ὑж ᾼв ѡ иέ♄ ḥצ ᵗȲч

ᴖҠ ֚ Ṇ ц Ὲ׀ ȴ Ϛ ϤПṆ Ṷ

Ԉѡ ẂȲ ṓ 19ȴ 
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ạ ╟ 
’ Ṇ צ ứṶԈПғ Ȳṳḟứ П ứ Ṇ

ṶԈ 

 

ẃ ȸӐ  

19 Ϛ ϤṶԈ Ẃ  

ϱ∂ ҠҔᵶ(ᵀЛ ὑ)ѿϯṆ ṶԈȸ 

ǐ ῏ᴩⱢ(ֽ Ṇ ȳ Ṇ ) 

ǐ ṝи ҷ (ֽ Ϥҷ ȳ љ ứ ) 

ǐ ׀ậ ҷ (ֽ ҷ ȳ ҷ ) 

ǐ ғ (ֽṆ ғ ᾎṿӣȳ љ ᾎ Ϥ ) 

ǐ (ֽ׀ậ Ϣ Ἠ ἤ ) 

ǐ ᵂᴩⱢ(ֽ Ḇ Ϣ ȳ  ӻὔ ) 

 ǐ ֽ Ṇ ӑ ὑ ứ Ṇ ṶԈ Ӣ Ӣד ѡ Ȳ⁄ӑ

ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ứП Ṇ ד ṿӣ Ȳṳ ד

Ϣ (ֽṆ ῏ )ȲѿϠ Ἤḟứ П Ṇ

ṶԈȲṳҠἼ▲ Ṇ ѡ Ȳ ẔМБ П׀ Ṇ Ṷ

ԈȲἨ ᴷỗӦד Ϣ (ֽṆ ῏ ) ẁ ה Ở

ἨẔ҃ᴸ Ȳѿ Ṇ Бẓ ứṶԈПғ ȴ 

ᴸ  ǐ ứПѡ ד ᾎ 

ǐ Ṇ ѡ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ 6- ếҠ ἤ Audit 

And Accountability ( ạ ╟ AU-2 ṶԈ) 
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ạ ╟ 
’ Ṇ צ ứṶԈПғ Ȳṳḟứ П ứ Ṇ

ṶԈ 

ẃ ȸӐ  

2.2.1.3  Ṇ ῏ Ἤ ᴩП֢ ғ  

 ṶԈ ạ ╟ 3 

ạ ╟ Ṇ ῏ Ἤ ᴩП֢ ғ ȴ 

ӣ  ȳМȳ  

в Ὑ Ṇ ῏ ẓצ Ṇ ᵂ Ȳ ╥╝ Ἠ‍╝

ᵂᴩⱢȲ ẓצ ⇔ ᵂ ȲҠ Ӣ ЄѹЛᵓ

Ȳᴖ ⅎϤ– ȲӼ ậ Ṇ ῏ Ȳѿ ᴩḆ

ϚḔḃ ᴩⱢȲ╝ ῏ ᴩ֢ ғ ȲЛ ᵗὑצ

ов ạ ȲӼצᵗὑ ׄṶԈᴩⱢ ȴ ῏

ϤПṆ ṶԈѡ ẂȲ ṓ 20ȴ 

 

ẃ ȸӐ  

20 ῏ ϤṶԈ Ẃ  
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ạ ╟ Ṇ ῏ Ἤ ᴩП֢ ғ ȴ 

 ǐ ֽ Ṇ ӑ Ṇ ῏ Ἤ ᴩП֢ ғ Ȳ⁄ӑ ֥

ױ ạ ╟ȴ 

ǐ Ϣ ừ ứП Ṇ ד ṿӣ Ȳṳ ד

Ϣ (ֽṆ ῏ )ȲѿϠ ֽᴶ Ṇ

῏ ᴩⱢȴ 

ǐ Ϣ ừἼ▲ Ṇ ѡ ȲẔМБ П׀ ῏ ғ

ᴩּנ Ȳ∂ ᴟюҠἼ▲ѿϯ ӭȸ 

ï ῏ Ϥ ҏ 

ï ῏ Ḇ 

ï ṿӣ῏ ȳ ứᾭ ц׀ậ  

ï Ṇ ғ  

ï ׀ậ Ȳֽṿӣ῏ Ϣ ȳ љ  

ᴸ  ǐ ứПѡ ד ᾎ 

ǐ Ṇ ѡ  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ 6- ếҠ ἤ Audit 

And Accountability ( ạ ╟ AU-2 ṶԈ) 

ẃ ȸӐ  

2.2.1.4  ứ ▲ Ἤ’ Ṇ ӢПѡ  

 ṶԈ ạ ╟ 4 

ạ ╟ ứ ▲ Ἤ’ Ṇ ӢПѡ ȴ 

ӣ  Мȳ  

в Ὑ ǐ ứ ▲иέ Ṇ ӢПѡ в Ȳѿ ╥ᵡ֯ в

Ӣ ׄṶԈȲֽ ậᴩⱢȳ׀ ЄṆ ȴѡ
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ạ ╟ ứ ▲ Ἤ’ Ṇ ӢПѡ ȴ 

▲ ẂȲ ṓ 21ȴ 

 

ẃ ȸӐ  

21 ѡ ▲ Ẃ  

ǐ Ӏ ϱֵצ ѡ (Log Management)Ἠ ׄṶԈ  

(Security Information Event ManagementȲSIEM) ḟѠ ȲẔғ

Ɫᴞ оן ֢ Ṇ аԈἨ Ἤ Ӣѡ Ȳṳ֯ ֥ ׄ

ԓ╜ цד ᾎ ḖϯȲ ᴩѡ ן ȳṶԈи ȳѡ

иέȳѡ ȳכ ᵫц∂Ӵ ῶ ғ ȲҠẦᵗד

Ϣ ᴩѡ иέ ▲♄ Ȳ Ϣ ᾼ ȴ 

ǐ ᴕἬ ứПѡ ╜׀ ṳḟứѡ ▲П ȴẂֽȲ

ứѡ ׀ Ɫ 6 ѣȲ⁄ᴟю ḕ 6 ѣвᶙכ װ1

ѿϱП ▲♄ ȴ 

 ǐ ֽ ӑứ ▲ Ṇ ѡ Ȳ⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ứП Ṇ ד ṿӣ Ȳṳ ד

Ϣ (ֽṆ ῏ )ȲѿϠ ▲ ṶԈП ᴩѠה

ȴ 

ǐ Ϣ ừ Ἤ П׀ ṶԈ נּ▲ Ȳѿ Б

ᶙכứ ▲ȴ 

ᴸ  ǐ ứПѡ ד ᾎ 

ǐ ѡ נּ▲  

ᴕѝ  ׄԓ ạ ╟ ᴕ╓і( )(V2.0)_ Ԉ 6- ếҠ ἤ Audit 

And Accountability ( ạ ╟ AU-2 ṶԈ) 

ẃ ȸӐ  
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2.2.2  ѡ נּ в  

2.2.2.1  Ṇ ӢПѡ ҔᵶṶԈ ₤ȳ Ӣ ȳ Ӣᴯ цԉᴶ

ṶԈד Пṿӣ῏ṝи ᵑ Ȳ ӣ Ϛѡ ạȲ ’ ҏ

ПϚה ἤȲṳ Ṽ ׄԓ╜ цᾎ Ḗ ϤẔ҃ד  

 ѡ נּ в ạ ╟ 

ạ ╟ 

Ṇ ӢПѡ ҔᵶṶԈ ₤ȳ Ӣ ȳ Ӣᴯ цԉ

ᴶ ṶԈד Пṿӣ῏ṝи ᵑ Ȳ ӣ Ϛѡ ạȲ

’ ҏ ПϚה ἤȲṳ Ṽ ׄԓ╜ цᾎ Ḗ ϤẔ҃

ד  

ӣ  ȳМȳ  

в Ὑ ǐ ѡ Ἤ ṶԈȲҔᵶϢȳṶȳ ȳ֮ȳᾬ

Ȳֽṿӣ῏ ȳ ȳ ᴩПғ Ἠ׀ậП ֤ ȳṶԈ

₤Ἠ Ԓ ȳ ᴩ ὨἨṶԈ ȳṶԈ Ӣ ϯד ᾬԈ

ȳ ẃ ӭᾼᴯᵿȲѿц ҅ ȴ ᾃ ᵍ

֯ѡ в ϯ Ϣ ц ц Ṃв Ȳѿ ֥ᶺ Ϣ ’

ᾎד ứȴ 

ǐ ѡ ҏ ᾼҠה ἤ ѡ иέ ꜙ ȲяẔ

Ṇ Ϣ ᵓӣ ▐в∂Ἠ ϮѠἬ ẁѡ

ЏẓἨẗה Ȳѿ ⅎ׀ оѡ в Ȳױ ֪֢ ғה

ᵂ Ἠ╥ֵᴯ Ϣ Л֝ ה Ȳ − ὔ Ӣ

Л֝ ѡה Ȳ כ иέϱᾼᵺ ȴẂֽȲṿӣ.NET

▐ Ṇ Ȳ Ϣ Ҡ ṿӣ.NET LoggerȳApache 

Log4NETц NLog аԈ Ӣѡ Ȳᴖ Java Ṇ ⁄Ҡ

Java Util LoggingἨ Apache Log4j аԈȴ Ṇ ѡ ה

ϱ Ȳֽғ 1ᾼѡ ה ӣ MM-DD-YYYYȲᴖғ

2⁯ ӣ YYYY/MM/DD ȴⱢ ю ѡ ה Ȳ

ừ Ḗỗҵ Ἠв Ϣ Ϛ ἤ ה

(Coding Standard)Ȳ ᵍ֝ ӣֵ ѡ ▐ Л֝ Ȳѿה

’ѡ в ₇ ȴ 

ǐ ’ѡ Б ϤἬצӇ П ȴѡ ᾼ ḖȲҔᵶṆ
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ạ ╟ 

Ṇ ӢПѡ ҔᵶṶԈ ₤ȳ Ӣ ȳ Ӣᴯ цԉ

ᴶ ṶԈד Пṿӣ῏ṝи ᵑ Ȳ ӣ Ϛѡ ạȲ

’ ҏ ПϚה ἤȲṳ Ṽ ׄԓ╜ цᾎ Ḗ ϤẔ҃

ד  

Ἠ ṿӣ ḖȲ֝ Ϸ ᴕ ᾎ√ ȳᴩ╜Ễ҆ȳ╜ ȳ

цּ֥פ Ḗȴ ӣ ȲẂֽɦ ІќҀ Ṇ

цׄԓ ᵂ ᾎɧ 13 Х ứȸɦ Іќ

Ҁᵂ П Ϣ ’ ∂ ׀ Ϣ ṿӣ (ֽ

Ϥ ȳṆ ғ ȳ ȳṆ ֤ ȳ▲ ╓҆Ἠ Ὠ)Ἠ

ạȲѿᵓ Ϣ ҵ♪ ѿ Ϣ ṿӣᾭᾓȲҔ╗

ȳ ȳԝῶȴɧȲ Ṇ ֽ ц ІќҀᵂ ȲⱢ

ױ֥ Ṽ ứ Ϥ ȳṆ ғ ȳ ȳṆ ֤ ȳ

▲ ╓҆Ἠ Ὠ ϤṆ ѡ вȴ 

 ǐ ֽ Ṇ ֯ ứṶԈ Ӣ ȲἬ Пѡ׀ ӑ ẁṜ ПϢȳ

Ṷȳ ȳ֮ȳᾬ Ȳ כ ѿ ᴩиέ♄ Ȳ ѡ

в ϱṳ ӣȲ⁄ӑ ױ֥ ạ ╟ȴ 

ǐ Ϣ ừ ứП Ṇ ד Ȳṳ ד

Ϣ (ֽṆ ῏ )ȲѿϠ Ṇ ṿӣПѡ ạ  ȴה

ǐ Ϣ ừἼ▲ѡ в Ȳ ṶԈП Б҉иῶ Ṷ

ԈП ȲҔᵶṶԈ ₤ȳ Ӣ ȳ Ӣᴯ цԉᴶ Ṷ

Ԉד Пṿӣ῏ṝи ᵑ ȴ 

ǐ Ϣ ừ Ṇ ӣ ה Ở Ἠ ứ Ȳ М᷄

П ӣ ᾓȲֽ֝ ṿӣ Java Util Logging Apache Log4jȲ

Ἠ╥֝ ӣϠ NET LoggerȳApache Log4NETц NLog ֵ

ѡ ▐ȴẂֽȲ .NET ү ӭה вȲ֝ ֯׀

log4net.config NLog.configẒ ứ Ȳ⁄Ҡ ╥֪Ɫ

֝ ӣ Apache Log4NETц NLogѡ ạȲױ ừ ה

М ϚḔ Ẕṿӣ ᾓȴlog4net.config Ẃ ṓ 22ȴ 
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ạ ╟ 

Ṇ ӢПѡ ҔᵶṶԈ ₤ȳ Ӣ ȳ Ӣᴯ цԉ

ᴶ ṶԈד Пṿӣ῏ṝи ᵑ Ȳ ӣ Ϛѡ ạȲ

’ ҏ ПϚה ἤȲṳ Ṽ ׄԓ╜ цᾎ Ḗ ϤẔ҃

ד  

 

ẃ ȸӐ  

22 log4net.config Ẃ 

ǐ Ϣ ừἼ▲ѡ Ȳ ᵡ╥ה ᴖ ѿиέȲ⁄ӑ ֥

ױ ạ ╟ Ḗȴ ϱ Ṇ ѡ ὑ׀ вȲ

֪ ᴯ₤ᵑ ạȲἬѿ ה ὔ Ϛṳẓ Ҡ

ἤȲ Ẃ ṓ 23ȴ ὑ׀ вПѡ Ȳ⁄֪ Ϣ Ҡᴞ

ᴩ ѡ Ȳᴖה ὔ Ӣ в Ȳ Ẃ ṓ 24ȴ 

 

ẃ ȸӐ  

23 ѡ ҏ ẓϚה ἤ Ẃ 
























































































































































































































