B AREEARREY
(V1.2)

HEHE RRFLE 2T R
¢ E% F115E50






FR | wZ | BT R Y
1 | V10| 110/9/1 |37
2 | V1.1 | 111/9/28 |1.i3 &+ % %Lp &9 Fap3) 2 3P
2.F) F~ F iz
3.34 2 ks 1
3 | V12| 115/5/7 |1.{ #T4entid g ~ #E> FicR 7
2.7 115 & 1 7 pigizaR
3.2134 BF* e R WHIATH £ F WP
43735 Linux T ~NTP X % -~ & ’Fj PR F% ~ SSL
K E R PR LATERY
s

TR KR AHER







FLER

FL L |FU AR EARRED

Fasm [O@w  Os  Osg  Opsep  RKEd
R g \Nifrr NEgging4d Neomss O ( )

2 |OF ks O g Rs DiamgRs DEpHFHRL

X %4 gt /450 Ogkpeip s DR # ( )

vEgr gL Tomaid,  TERAR 2 TFRXAR, -

A2 —

A2 g hpM MRy T TR 2T ES s B | 2 T AP
EARN FRERE > FHHEAR j’fjcﬂ;ﬁl]% W R 0 R ERERD
FAE55 o P RPIE 2 R g A kS FarE vy S I
LFHR O ERMUFMFT LR G5 4 E 0 PR TL 2R %L 5 ek

iﬁ—k]’:ri o

HoF 2% TF hAp AR o WP T AP EAR T B ¢
T RH SR AR RET S P 3R TR, AR EEEL 04
¥ FER AT R AR

T BN BpEE T AR ERE T Bp







A =
B T otteite e e e ete et ee e —e e —eeteeateeiheeaeeateeteeateeaheeahteeteeteeabeeateeahreateeateeateeateeaareenreenres 1
000 - SR 2
12 F &% 4{# ...................................................................................................... 2
1.3 08 2 2 2R it nra e ae e 3
p\\,f I e e - SRR 4
N = 3 R 4
22 T itpkew &TT?%“ Dttt ———————————— 33
2.3 A R T S57
2.4 FEEET FR] e e e re e 67
2.5 kB PR TR JE 15 e 88
2.6 A ELEIIL AN R3E e e 125
2.7 G ELE T IR IEM 136
)t eutee et ettt e e et et e et ——e e i t——e e e ——ee et —eee o ——eea——eeeiEeee e e teeeaanteeeaantee e e nreeeareeeeannreeenes 151
3 2 }%‘L .......................................................................................................... 152
"q‘ et e ettt ert e e e e e e e e e — e e —e e —e e teeaEeeahee e re e te e teeareeaneeareenreenree e 154



Bl 1
Bl 2
®l 3
®l 4
®l 5
¥ 6
Bl 7
[ 8
®l 9
Rl 10
®l 11
fl 12
fl 13
il 14
®l 15
[l 16
®l 17
fl 18
Bl 19
il 20
®l 21
[l 22
[l 23
fB] 24
Bl 25
i8] 26
®l 27
] 28
®l 29
il 30
Rl 31

W P =

GO BUREBEAE P TR B¢ R B B s 5
?ft,%rl’%%b‘?' ’LE#M ................................................................................. 7
B PR ELZE B D] o 8
SR B B B B 10
PR LR T B ) PUK T B o 11
B EEE A FE I e 13
Apache Tomcat 2 A 4 75 B3k T Govvvcicieiececeeeces 14
WAF E 7 12 2 50 5] s 16
B EE T B HETUR BT B 18
Cat /ELC/PASSWA 5 B ... 19
sudo cat /etc/sudoers gyv 1] ettt et e e e e a e e aa e e e 20
getent group SUCO & B1] ..o 20
IR SRR AT D oo 23
FEFEIBIZE T 2 Bl oottt ettt 25
ZAP ProxXy 3 & 5] oo 25
PR a8 ProXy 3K U 5l oo 26
WAF E 37 8 38 F 8 5] 27
18 B F 202 L e 29
VPN S8 75 B T3 8 SEIRTEEE B oo 29
HTBHE G e BERF D] 30
1S L] S KR TH B i, 32
P RT3 ’F‘: *E@aﬁv ] et —————— 33
EAELIGEC: @,\3#.5&#%]5 TE B oo ————————— 34
Pl — ARRELE A E R E D] 35
*”f;—*gl“’—“zrl‘éﬁi )\Zil»#'w ............................................................... 37
FBF BRI I D] 38
Iog4net CONFig 45 5 Bl oo, 41
psﬁa?] 5 = ) 42

2 é%ﬁi%]m%%;“%—i— TRAEFE B s 42
BWAHFFIRZTEEFG] 43
B B RIE A ARBTG5 D] 45



] 32
Rl 33
] 34
[l 35
[l 36
[®l 37
[ 38
Rl 39
[ 40
Rl 41
R 42
iRl 43
] 44
[l 45
[l 46
Rl 47
] 48
&l 49
[l 50
[l 51
[l 52
] 53
] 54
] 55
[l 56
[l 57
¥l 58
[l 59
] 60
[l 61
] 62
] 63

I 47

UbUNtu NTP 38 Z D1 49
WiINdOWS 2 485 P HP B2 B 20 ittt e snane 50
L f 3 T e P T T B TR D1 e 51
xR W T ﬂm#w ................................................................... 51
TU SR B TR S T s 54
PP SRRIRER 7P ZBE B, 56
AR BE D FETT B BBl e 57
TE 4 SR R ELP %E,Lgaa 2] 58

Fn‘}vfl%xpgpaw ........................................................................................... 59
/l%l}: /PJFQ%‘?IWJ—FL%%V' ........................................................................... 60

% >R R R fzé‘ﬁ}'%% 7 ettt ————— 61
AR PFR B AT BBl s 64
TE AR R B AR 64
B3 B I AR LB 66
YLAE A PRFLE N B B s 68
MR RAGEE » ‘i.g'j; 71 e e 70
e T - L OO 72
Ao B @ﬁ;f]:r\ p -] TR 73
e DT HTTPS e 74
PR = B S D] s 76
BABRL AR BRIV O], 77
FERBF R R LB O] e, 78
B A FEARIRIZR L B o 80
B2 5% /F%gpvm ....................................................................................... 82
®F AR ETRAERIFTF O] 83
e % Email :2 287 DB € K% f%%ﬁ; ] 84
BFTEEN AR Y 2 T3 86
TR RAGF Td B 87
FTUSRFTEZRIAD AHBEF D], 89
DD 7L 1 Lm0 ettt 91
DFD 5 51 oo 91



] 64
] 65
%] 66
[l 67
[?] 68
[l 69
®l 70
®l 71
®l 72
Rl 73
B 74
Bl 75
[l 76
®l 77
[l 78
B 79
] 80
[ 81
[l 82
[l 83
[l 84
] 85
] 86
] 87
%] 88
[l 89
[l 90
Rl 91
[l 92
Rl 93
] 94
] 95

2 Threat Modeling Tool & 2 & $ A 453 H oo, 92
™2 Threat Modeling Tool 2 4 = $ 2 #2732 e 93
FRF RIB I e are s 95

% 2 F R BEE L G i, 96
OWASP Top 10:2025 F LB IE coveeeeiieeeceeeeece ettt 97
FHT 6 EIREN DB L 99
ZRIE T B 5 5 o 99
RAEFF A AF L H P F D] 101
Bt g5l i i ;pa ] [ 102
BEFRAG gfrr 2] [T 104
B PIEFUIT I B s 107
T H SRR T 1 T BB s 108
Windows Server # "f & SUPR IR f’fg{a 2] TR 110
Nmap # |3 o PR:‘;&% ] ettt e —— 111
Windows netstat # iRl 3 7 PRFEE G oo 111
Linux netstat & ] = FRAZH 51 o 112
systemctl list-unit-files --type=service f& iR PRA% 4 51 oo, 113
Apache Tomcat 7 78 3% & 5L % 75 3K AR Bl 115
Giti# T3 w gsam ................................................................................... 118
FHGRLABFRIP TZF REFE D 120
G E FE B 121
FEIRB T 7T B BBl o e 122
AR R BRI TFE IR B e, 124
Fh G ETH HTTPS e 125
SSH config ipa 2] RO RRPURRRRRTTRRRRN 128
NMap & B] CIPNEIS ..o 129
H AR SSLIBFEM TR Lo 130
# 4L SSL & & P 2 131
HAR SSL B FE 3o 131
NFIBEE 2R A AT, 133
connectionStrings i # gj'éiwj ................................................................... 134
aspnet_regiis @ * & Bl ..o 135



] 96
] 97
] 98
[l 99
f&] 100
i 101
] 102
Rl 103
] 104
i8] 105
&l 106

connectionStrings “4v % 2 % qyw B et ———— 135

WSUS ZE TT B oot 137
CrONTAD -8 5 1] ..o, 138
TP FERT A ASAPMIRF B AR 2 B 139
e BT B AR TEE I Dl 141
R L e L A S 142
WAF R A 47 FZ F 2 s 143
NETH & FHR &2 Bd bl 145
PR T I B TR R 0, 146
BT T Z LTI Do, 148
PEAREEL BT G Ol 149

Vi



* 1
* 2
%3
* 4
%5
&6
&7
* 8
%9
% 10
# 11
% 12
% 13
* 14
% 15
% 16
% 17
% 18
% 19
* 20
* 21
% 22
# 23
* 24
% 25
% 26
* 27
* 28
%29
% 30
# 31

2 P =%
T AR G 2B AT Y 1
T )

L E 32 J}””ﬁ?Hf"*w 2 e —————————— 6
L E 32 J}”“’ﬁ?'H" A 8
B E 32 J}”“’ﬁ?'H" K7 4 ...................... 9
N
L ,_‘:}”"?F'J:}L B 12
B E 12 }""?F'J:P‘ B — 14
’1“5%'{,’;‘: #"’%F'J#" .... 15

B) ’I‘ﬁmf‘t”"ﬁ?ﬂ# ................................................................................ 17
e S 21
B ,;ﬁs}”"ﬁhj:}ﬂ‘ N 24
T ,:}ﬁ»}”"ﬁf']:}?“ ................................................................................ 27
RE ,:}ﬁ»}”"ﬁf']:}?“ ............................................................................... 28
A """"" 31
N T
Fc'fri *#"’%F'J# ................................................................................ 35
BT I 3 eresesesesesesesesesessneseseseseseseserens 36
BT 38
P 3% &P 2.3#3";%]#‘ 2 2RSS 39
PiskEn 7 ;‘Eﬁ#']i}"‘ﬁ 2 2SR UPRPOTPR 43
P iEAJL 4 222w },@ﬁﬁ'ﬁ}dﬁ N 44

prr i 2 KF&K’FI’L'J% T8 L e 47
R 2 ’F‘Eﬁig‘iﬁfuﬁ Do 48

PRAT 2 BB Lo 52
Bmﬁ;a%ﬁ@ﬂ%ﬁzwwwwwwwwmmmmmmmmJ%
Bxﬁ;i%ﬁﬁﬂ%ﬁBWWWWWWWWWWWWWWWWJ%
Twﬁwﬁﬂﬁwl ................................................................................ 57
fﬁ%@ﬁﬂ%ﬁZ ................................................................................ 58
SR DRI B 60



# 32
%33
* 34
%35
% 36
* 37
# 38
% 39
% 40
% 41
£ 42
£ 43
% 44
% 45
% 46
£ 47
% 48
% 49
% 50
% 51
%52
% 53
% 54
%55
% 56
% 57
% 58
% 59
% 60
% 61
% 62
% 63

S
Yo sk
SN

-5
e %

2
T

2
T

F\ “Klg’%
R H
#H I

B

| &3
x Z_ gal, ‘;”'J p':i f?;v”lj
|

G e 61
e T T 62

e L Y 63

E T N 65

R e R T BN 67

Z_hh] fj‘,’_‘%%‘;#lj:}ﬂﬁ 38 L 67
E2

:Jfﬂﬁ%?a? 1o 71

LS Fi? xﬂ';cws;q#%w 7SS 73

- N
4 TZ*;_

A
%
SN W

P
Y
S0 W
SR
S
S
S
SR
SR
Y
S W
£
SN
4
SN
4
SN
Y
S

I

@%@%w

W~

EN
o
SO

[

BN
i
S

[

BN
i
S

[

BN
i
S

W~

EN
o
SO

W~

EN
o
SO

W~

EN
o
SO

[N

SN
o
SO

[N

SN
o
SO

[N

SN
o
SO

W~

EN
e
SO

W~

g

R I R R T L I e L e N R e %‘ﬂi

mmmmmmmmmmmmmmmm

EN
¢

J# 22 TSRS 75

J#ﬁ' FE A e 77
Ef‘-l:};";%'uﬁ FE D e 79
TLIZHIH 38 B 81
TLIZHIH 38 T 81
TLIZHIH 8 8 83
EFIHE e 85
B EEHIHE 25 e 87
4 p3E P E RS b,&j‘”%uﬁ ................................................... 88

i

PiEEp RS ﬁh?’”ﬂ
PiE PRt I‘énﬁxi"’ﬂ
GRCEURERe S F R AE s UK
G B fg»fbﬁhrﬁlj%w ................................................ 97
& 3 Hp F;ﬁf;;»rbﬁ,\r%q# ................................................ 98
& 3 Hp F;ﬁf;;»rbﬁ,\r%q# .............................................. 100
RN S BRI S 102
IR HppIRRRE FRAHE Lo 103
|

b

%Ar%
N
2

|~ o

R IE I RIERFE B3 %8 2o 105
T IELE FR ot S-St E R D 108
R INE B REF FAE 2, 110
TRt UELE R0 R i TE R SO 114
bk B 2T B g E h#"’ﬂ#ﬁ%ﬁ Qe 116
GIEWINF B BB B 5o 117

viii



# 64
# 65
# 66
* 67
#* 68
#* 69
# 70
# 71
# 72
#* 73
* 74
# 75
#* 76
# 77
# 78
#* 79
# 80
#* 81
#* 82

SRR WL B FEI IR 119
R e LR N 121
L et TR 122

o TR 123

ERCRE Y TER RS T o L R DO —— 125
ERCRE L NER RN 2T 1E R S —— 126
CRTER L NER R 2Tk I R T — 130
ERTER L NER R 2Tk I R S — 132
FALGEE 2% 2EEFIH O s 134
R e I O 137
R e I 139
U R e ot 1 DO 140
ORI e ot 1R O 141
ORI et ol 1R T 143
UL RSN J X <t TE TR 144
RIS R E T TR 146
BAEZ T3 R E A B 147
R e et U B 149
28 BB BUZEED oooevsessssssessnes s s s 151



2.
o

=

=
@ N
-v-*\

(=

FRFWE (0T AT EA) 108 E 10 1 p k(e FoRp
edp TFU % 2 F TS By ) (0T S )12 wE 4
S AP ET A BRI R AR RME S REME T 2
PRRLEHG > - 2 PEFREBRLEG ¢ EFL A R2P
EZREeE -7 ) TR ErEs o REHELT
B TRRLE DA o FU A ERES ST B 0 £
27 A A 0 R A Lo

_|
>

a

A1 Fi b EAR G &8s

% = L P4 2 5 v

1 | B84 ~tE L E T
= | L
- i P

2 |FEpRETIEFE  |rasie
= P IREEp
" PR T
" P RRAJE A 2w
TR LR

CPRET R RE

Yk

Ik

3 | FEHFETE PR E
n /:‘1 %}-‘L‘% ;_:
4 | ] g - AU F o

-Béﬁﬁﬁg
] g—}'v,l = 21 PE

5 | kRBEJLIAEN s A F R A AT R




7 =X o A VR R
SRR R IR PEER
nAISFE A G BF IR
AU E A ST ERIEIEE
nRAVE B A AN B R
A ELFE A SIFE L CHRE
EEARR
- ki it

6 | & kg iR R CES L e el
N S

7 ko shps ’?’:}HL = %"f'b‘_ L= @.

AR TR P o
WA TR ES

A2 it BB R R A L T AP ARG IR
TP FRERE SHEHLEAL 280 H N7 RERERP ERET

~

A EALET T ARAPEARRE S BHE S R AL £

1% Twz | »@mP AL 22 i f* i

%
2% TFA AP EARRE | 0 AT EEBP G BERP LF 2

Ao 2 FEMARBERCFENTLE 25T o



M R S AR A o R R 2T o

A g BB SIS M AT R AT P EFTHE AR E
AW BT > JEKRBEFIESY (YRR T - Mg vy AT
o RArL P F AL ER SR EFMT ARG TR 0 FR TS

72 iﬁ:;{pj%%"ivﬁ LE R T e e

A E2 FEMARBRCFRENTELL 2 FHT -



2. FHARPEARRE

ﬂ\ﬁ.é’f“f‘Lﬁ'P WS EALAE S 'l?f#m ~ 27 W #”ﬁli’ﬁ*wz»ﬁ‘%'li 80
Iﬁf%#%@’xiﬁi?ﬁ,ﬂ? ﬁ;ll”‘?ﬂfj;‘ld—%wxx ’%IL‘: @"‘F\ 2’;‘2&};‘]’9}{5@ Ezzs_j;_a
M AR 1R

FRET R GRTEEIREL £ R 4

’J
2 s dURE A RGP 0 R TR RE L 5

\\\?{r

2.1 % B g
211 tRELF R

21100 2 ERE WS > ¢ SRR ¥ G aE 2 B K B 2 P

%2 AR
&2 @%@wrﬁﬁwl
. ) %*m%ﬁﬂ%%’éAﬁ% NSRRI S
Hlin s P% 2 A2 A

POERP | F s BRI i P RFA R IR

E SRS SR TR S R T L
L R T Y R A AL - LT 2 )
%%1dﬁw¢i\&ﬁiwﬁ*‘@?£%-VMF$%#T§?
ﬁﬁo%ﬂ%%%ﬁﬂ’@mF%ﬁﬁ%ﬂ%% R LA
ERAEFRE > vl pMEFT A RR! ﬂﬁﬂdﬂwwﬁﬁ%fﬁ
Bisdovm e FR & TE o A tEgE R dondr» - BV BB A AN T
Tk A EBARM A H (b SIESEEIIR B¢ - H E)

o SLTE BRI R B Y - B 0 AR L

AR FEM AR DR ENTE S >R AT




Fr

BEIEE ST 0 ¢ B Y bR Bk~ gLt BT
2§ 2 A2

SERLE/ERAYTER

LHEY —
SHER /M A —
HREE 0210119 EFEowsar
— AR OERR

WANHI 0000 HIRERIER
AR #IEARORMCERIRR OBERF OHN

RE(mEse ) BED)
#

SERETRRRS

wEHR a— R

0| == CAPE TR
A | Ak e TEHREAADS ¥ pry—— DBFES

oRE CEfE

Bl ki sitRE IR Ho 0 ;ﬁ—ﬁ _%gf}l

shoAE DR IR o e TR ELE ARG L R F N
RS e A R
¢4§?ﬁmﬁﬁaﬁi@%§ﬂ%$,%%?§4ﬂ&ﬁﬁ
AR T TR EASMIT LRI E IR ARG REL
?I@"ﬁg‘ﬁt‘ ,K@bé/—‘dﬁ%{e‘g—;—\}ew—\p};,—c\g{’i’r\lg’i’r}i
fipﬁﬁﬁﬂﬁﬁﬁwwﬁﬁ’uﬁ,ii%ﬂﬁﬁ—&%
“'ﬁs;"l THRELY & B d2 (T E Ry o
AR RALBMIESE TR TR TR G
d*E{E;fUL f‘;ﬁ BN I+ JN-F N }._}Hle‘%ﬁdﬁ%{ﬂﬁ%;mr&g

o

B(FR BT AARERALESEAN) K ARG
ERER =R
AN AR E A f R A T Y W ATE L N R Y KL

(4 4 éf“?"’ﬁ'ﬁi) R ;FE%#)@F&@ S &k MAERRATE S
RGBT p e S 2 B8 o PP BRBAR TN A

e Rl FEMARPEREEENFLY > 4T o




Erls s

2 W‘J",fiﬁi}%

B MEELE I 0 & FHRBL2 Y - aE 2 s ifek s FTh s (B

%{??%réﬁwﬁuhiﬁﬁ%EWW$ﬁ%ng%§@¥ng
%’%éﬁﬁiﬁﬁ%%\%%@%awﬁmﬁgo

TR Tk MR R T

FHEE)
s AL REELAELY A R kg

s T R AEELY B H (WotRBLIEIYY A R KRELA B

\\\?{r
<le
4

}I%

% 2qdla e 54 dp 80 val i 2-AC 5 P-4z Access Control
(Fr #1455 S5 AC-2 1E 5L F 12)[2]

T

2112 ¢

Ak

SRS LIS SIS U EE S

#3 PEELE LIS 6 2

GH 2 TP R GRS A

FrEE G R

PERE AR ER il B AT R R Y FRE Wil
ERFEE2RFEAAERRY - RED @ggﬁ,&m@;§
Hmm g RAgE s T bRy AR 2R RFEPH

i
?%Qo

%jﬂi@¥§ﬁ5$°?%@%@%ﬁﬁif?ﬂ“#m’
LB 2

A

e AT RS P AR @ Y L T S Y
U TRARIREL @ ol 30 % 0 A Ed KPR EE R LR

=S

Ao B FEHARDEEEEITLE 2T




A

S 2 TRpF N R A RN IR A

|

101N

2“ t:h '\.‘] ,l‘-.:!;" g ;P“ A
o g E
.

2021/12/31 18:00 HIEREN

L ) FHAROR 4 § &

3=
¥
#
{
did
3]

TAL KR A H R
]2 i'f%*é’éiﬂ' FHE g5
"L R TRELIR A 0 Bd 2 TR ?f E%{, EEE SN

v A 1 Tiﬁ}!%ﬁ.f"rdﬁ%{;ﬁ % o B ;/3\ i A ﬁvﬁiﬂ’kfﬁ‘ﬂ"&
B2 F Ay o Aok Bp B poaE th i 30% TP e B o

-%%%ﬂﬁﬁﬁ%%@%’ﬁ{??*ﬁﬁﬁﬁ%%@%%?ﬁ
7o RIAR GRS

e AR E AL AT ¥@”%$‘T‘ﬁ%’jﬁﬁ%%
ﬁ*%ﬁ j%@%\?ﬂﬁﬁ’azﬁﬁﬁﬂiﬂiﬁﬁﬁw
FEAET 2 0ER S
"PeTE AR B4 A T O AURRELR Y R Y A E AR TR
%%ﬁ%’w%bk@%%%iﬁﬁwwzﬁﬁ,§@%@?p
e ) %4!’1’3;{-}}1]%‘ N2 H 2 R o
=herd Pk SR (ERRELA B Ak Tﬂu » B A RV BB
$$9WJMEﬁf%ﬁML¢vﬂio%%’iﬁiﬂéﬁﬂﬁgﬁi
PR A S 0 IR TR S R T 0 ¢
WALIE ST © R AR S

TR

=R R Tk SR ELE AT A
s FA HAEELY R 6 H

A B2 IEMHAE BB BENFTLL 25T -




BAES | © 02 TeP S R A IR SLRR %S X A

T 5 BLMEBEE TR R 2 Rl K A
sk ARELT A k4

o

i 7;?% REL R AR %4 4551 vA.1_"i* 2-AC 73 P~42 4] Access Control

E
ol s AC-2 R 5L E L)

~—~

TR KR A3

\SH‘*

I

2113 Fi 4 SFF B VEELf 2 ¥

R4 VRSP TLER 0 3

%
=

FA i AP B MRS B

i
<
W |-
W dr
'S4

"\131\:‘5

=
»¥
b
=

S EMEBLE A AE » (4000 X B)R ¥ K AIRARZMEEL > ¥ A
RFlAe A A5 © 3 BT A R 2 R EITE .

L EERLR A M EEREE Y B E A TE R
Pk Z o E AT (ST o K LT LRSI
(3r7 % %) > i%”?ﬁf—r ERENVE 3 At '“ﬁzirr’\')x o

SR T R T AR BUERHE R G
REFZXR 'R iéﬂ#E%D\WEﬁpkﬂ o WM T T AL R

NHEELE A ITE > MESEREA AR F IR 0 doik B
BiEEa L Y: §7¢§¥@EP’~ BRREL o PR MRELZ ?v&l v X
LB 3

A Account Management Policies

~, Lock Idle Accounts

Enable

Lock Account After (days)
Alert User In {days comma-separated list 7,14,30

T kR AR R

W3 B ERLE Y ol

AR FEM AR DR ENTE S >R AT




i

TH AP R R A

£Y
gL
o |

o

A%
i

nhoh E IR B RREL > £ e
A
R A R E kAL ¥
B T AT B RS
B2 F B

HAREMAFTU
tE B, o

" b1 le Wk g

TAAPR E ARG e KR RF 0 R
%sfgﬂfér}vgg,{a T

ZAgH

2
g

7 H @ F e
7 L TR B4 Hp & 2 r bR

T3 ;\‘ o

ORIEELE P R Y A ERLF Y

ﬁﬁ%?ﬁ“*ﬁi’ﬁﬁAﬁ?’FW$§
B I FE RS R BLF R 2 }3 el o Bde o hiE 2 - PR HREE

ﬂﬁﬁﬁﬂﬁuﬁﬁﬁuﬁg@%@ﬂwﬂ’ﬂ%ﬁ@%mﬁ
agg-_‘?;f,}t;jgy °

EAETA TR T ARSI AR
s A K AUIEELY R B0 H
= Pk BLMEBE IR R 2 PR e b
=Tk SLEELT A k&
42k | & 24 s 2 4050 vAL i 2-AC 5 P-4 Access Control

(4135 % S % AC-2 1R 5L 3 12)

2114 THEFPFL

D g

i KLPE EE 2 gj‘,é—\}jjj‘- N0 S SN NI ¢S %‘JK’/TT

Pl

2 £ 27

RS ERE s
%‘“L’.— N l,é;i\g’}f \f;?.’ii' ﬁ.FIIJK/Z]g

T F T p AR ¥ 3

TR

-‘g' Ay Kl \r_g
R (ke % R)SE LR RIE ) R PR Y i s
JE RSN IR G

ﬁ%\@%;w%gwaxﬁ,u@m%@&ﬁ
Z WEEHL L oo

A2 TR AR R




Llfs | T FPRTE ALY g s B g s f;“%q* 2 1‘"']'3%

.@%%ﬁ%@’*éiﬁﬁﬁg%ﬁ%~@§ BT E K Bk

WA PR E KRR ’*??w?%ﬁﬁg$’@»%%
Wmi”W—”%*ﬁ%%’i@w%%%iwﬁﬁﬁ*éw
%1%%’%ﬁﬁ@%~$%@%£Wﬁ%%§oﬁ%%%%
bl bl L4

ERFETHAR) - 2026 & 1 B(2026/1/1~2026/1/31)<

AR#EHEAR : 2026 F 2 B(2026/2/1~2026/2/28)«

EEHHE : 2026/2/28¢

ARG/ MIBR/ASCIRSREL « 0«

RBEE . BhlRFE

DB iRIEEIES . /&<

o F R T Rl SRR (e
X0 DBA¢ ANGERS
Yyyye’ RESOURCE * CONNECT< /N

AR R

Bl4 s ShE 3 B % dfs b

AR A | de Rk P RGTREF AFEE 0 RIA P E S Al
AR TRAPBMARFES P AMNIEF AR 0 2 0 ERFA
2 HEEEF EWA o 2R PR e NE .

HHEAR TR ATE LM IR TE M ) 2 T
gie ﬁ B2 tEELY R B E gk H L B PRMRSF
Pr2. 3 st o

GRTH MR TG AER AR
A RIERLY B
Ak SRR A K4
FF 2k | & 24l 54 490 vAL i 2-AC i P43 Access Control

(B #4145 5 S % AC-2 TR ELF 12

2115 BMBTAL A2 P ERFFAT R Y PrAL T Az g% Rz

22
|17$_- i

AR FEM AR DR ENTE S >R AT

10




K6 WESEH LI %5 5

BRMBIARL IR2Z FERTAT R PrUBFE ks

PEEE | ERE AR FAAFTFTE fR2 PR fé’gmﬁ@
Ao TR AR e ARk @hﬂ%,w%pf JybE B o gt
IR R R SRS A N R L A S E
HE ‘L%*ﬁ%wnwé“ﬁﬁt%WWEEW”ﬁ(ﬁ | EEE) A P

=

FUHI(40 18:00 % ) o Fi kB ¥ FRE E Gy Tk
SLPEBE 2 % U] > GotR BEAE A 2 4 ] R ITPE R
Kihizh - REE 2 FEFTHE o

T FEFE kR g R LR S RPEYT
ZRBERERATRY P A4 2 ﬁ@ﬂwi&£§ﬁuﬁ%
F oo i R EAF] 0 T oac g TS AP M g 1A

T AAM Y REZ R AR R g2 AR
AR BB ATIBE @ UH] > B ORADRTI KA Fh PR K
kvmhﬁpu%$mmw#¢w44+ig-ﬁyﬁﬁngﬁia
Zagauhds o SHEEHTEET PSR RSN > TR AR
AT B UNET R S 6] KL gH G
@ﬁ&@éZOﬁﬁ,g@%i%%wﬁé20¢?ﬁ%é%§
ﬂo,ﬂ‘gmﬁ ?“ﬂ?VWmem*wwxiﬁﬁf&jii
B L E S

P
L]~

<oonfigquracions
<gySTem.web>
<sessionStace mode="InProc” cookieless="pryus” timecur=v20" [/
</faystem.webh>
< fconfiguration>

TR kR A g E

BI5 tRELIEITH B HP LK 3;%; B

.~\

KER D | SRF AR G AT @R CUHERTEEE 0 R h 5
R T .ELF&F'B"!F% EEHARE T o HRFEAQATY
R R BM AT B R AT @ Y 0 UR b2

he R FEMARBREEBITLL 2]

11




BHRIRL (A2 PEERAST R PrAeFa hnz @

g < P
FiE K p/ﬁiﬁﬁ FRAR>AEERT TAUE PR T
R EE O FATERGRFRSH O RREBARS AR B
ﬁfﬂ#%o
FARTHRABM T2 Tl VAR EFTAV R 8z
?i@’ﬁéﬁ‘ﬁpw Ko ARt B AP B TZALE 0 00 2 AR
I B EY R e A S B
FETOR | TR Tk g B ke
=T KA R D
ST RS AR R & ‘ﬁ)i,ibg&ﬁ%iai@
S TR & Rapdla s 24 4p 80 vAL M 2-AC 5 P44 Access Control

(I 4145 %5 3L AC-2 te 5L ¢ 52)
= R FIHE S 4p 5] vAL 2 10-S1 ks T m
=

System and Information Integrity (4314 %5 4% SI-14 2-3% )

TR i

AP EEFR

2116 ARSM A TIFT L PR A AT R PUF > KA p PR K Y
al
%7'%%¢ 23 F145 %% 6
‘ | AR T 2R R R AT R B s K AL B
mala s iﬁ% = g
ﬂ =
W EB P

"R LR S WM T TR LETAR DU pEg DR TR

/’1’5“% 2 htE oo ERE Y RPFIEE NS g g TR
CB BRI A E S R R B SE > RE

“Fd R AR P FRRELE DB 1,@ R TR ELE J pE e

FER RN TR A - - ¥ L N3 L A a1 Wk

he R FEMARBREEBITLL 2]

12




gy e |EAREPBHMATET BB RER AT Y YU G AR e
e

Rl |,
pe
FRa e 30 I REETHFRT HTH LR E
LR ETR AT ERT AT T -7 #it o
E&%E’d’%%fu},%?&;f% \FQ‘E} °

SR AL | ade iR g B g pIA R B B R
" AR VR E BRRRAR ] 0 ot 2 PR F O~ Tk
Seo BEARMEF Y 28U > LR REITTU AMH N 0 T
A op S p Bkt A F AR RERTE A he T R f
e P HFEFEN ANRF R T RR LR 6 REHHT R
FRTERE vl - Ha o RREREE I F R
fi o NUREOREE O U2 G oo

TEREER AR/
MR EREEE SN TIERESRE - B TENESL FEE— BN TR -
RS —(ERTA THeRE]
FRRIR AR EFE
F6 * Wy pFE

TR | BT R T kg B adgyes
s T ks R
nFH AR AN RAA A R BRI E S AR K R
-?iﬁuwgs%”*ﬂ%yﬂﬁ%&

55 % FoO| e 2 dld s S5 4p 50 vA i 2-AC % P44 Access Control

(K%#“%%ACZ%%?')
"% ripdlag e 5 dp sl vAL i
System and Information Integrity (41

19-SI i segz T = £
75 a3 SI-14 214r o 12)

T KRR

21 3
AT

A2 B2 FFEMARBREFBEINFTELX 2 F G o

13




2117 iR AR T2 A EE s @ F i kA

A8 MEELF Ly 5 T

foleg s

FERiSRR T2 Fnz 5> @ % Tl A4

N

I

<

PR

~

A

4

=

@c [$h S he S8 M W s
.
C SN G
e
%

=

P ARFRET U LA R R
AT @Y L&#
Bk S R F B (-] % AD B &IRIME
ok ik IP i-xk: 10.0.2.1~10.0.2.250 > @ F il
ifh%%'i”} | % A5 (127.001) B~ F 2 F
+ PR 5L - 12 Apache Tomcat9 & & > #
2 %A% ma nager xml p %i@q RemoteAddrValve %
C LIFRIES F R a2 @ AR > % T_Apache Tomcat ¥

B2 A 03 B3k KT ELRT

=\
N

s

A
T
£ =k W

B A
4~
WW_

—\
T
—_\
EW

| |
5

K
—
-n\q.

b=
e

=
Prigpei 4
w\z\\a z?%‘?"

c
W s A

E;

o i

pp)

r |
)/
ﬁ:‘ﬂ'
\a

[
=

N
\
l

<Context privileged="true">»
<Valve className="org.apache.catalina.valves.Remotefddryvalve"”
allow="127%.8\.8\.1"/>
<fContext»

TR KR At F R

Bl7 Apache Tomcat & * & % 73 P38 2 &)

sdodh B RMRELERR Y 75 0 RIA R & IRl E

¢4§ﬁﬁﬁ%%%*i??ﬁ}ﬁ%”%%’ﬁﬁﬂﬁ%
BE AR 2 AL SR E S 0 R 2@ R
?ﬁﬁ°

BB A R VIR EERREEN ) UARBEEEEIN T I
Ao blde s BRI AT LFMM A NREREFT TR RE

AR FORIERE T IR R T BARAE A kAL NV kAP A
ALY T A ke ABERRYFL 0 FF AN Y

AR FEM AR DR ENTE S >R AT

14




A | BEPMRTLERE R R T kR
PV 2R EE S AV R RRAFRE A 0 R EHRZ R
BEERE
FRETH MR FTU R B g
ﬁﬁ&@a@%%ﬁﬁﬁ-
P CY Y
B4R | F 24 F S a5 vA L 2-AC 5 P44 Access Control

(gﬁu]#m‘%% AC-2 % ¢ 12)

R kR

A h g

2118 T FH T & SRS > o IR ELIE F & * pF ?iﬁ%ﬂ%‘

£9 IERF I 8

TAES | ER T SR g R GE Y R Y vAR P K
RET

M7 R

-%%ﬁﬁﬁ%ﬁﬁw%%?%B#Wfﬁ@*ﬁﬁﬂwﬁfF%’bd
Yo B PERE O T A R ERY R 3L & RIRA
FEPATAIRA T FETOE A EMERAEERL %R
LPLE IR o
?' CEMEEELD T hodt% A N FXCEpHAR £ 5 A

AR E 2FAFEFE (Securlty Information and Event
Management, SIEM) ~ » & i ;p| % $i(Intrusion Detection System,
IDS) ~ » &3g F# % Xe(Intrusion Prevention System, IPS) ~ b & *
#2358 B ) a5 (Web Application Firewall, WAF) ~ £ 4 2% ‘%'J CEED
72 (Identity and Access Management, IAM) 14 2 4% {g ik 5L ¢ 12
(Privileged Account Manager, PAM) % » 7= ¥ =iz 3 » SOC PR
Ix o & *’/:"F'[‘}E R i 4 %‘TF Foae o deF 0T % ALb| b gt
(Exception Handling)#s+#1] » & % 4 e 5L 0 B L AL ~ AR 35
2R ALK NEL o

he R FEMARBREEBITLL 2]

15




A | BT doB IR K R s R

-a?ﬂﬁ?ﬁiﬁ,%&l?$~%ﬁﬁﬁm w Ao LG
oM EFEETEEAFAL LA 2 N o WAF ?7[71‘:,?5—’
Foir)  SLLE 8

Alert details:

Number: 1501089

Sewerity: High

Type: Custam

Last Update: Mon May 17 15:30:32 C5T 2021

Server Group: I

Gateway: ¥2010

Description: WEB MISC Unauthorized File Access

Immediate Action: Block

Followed Action/s:

Emailalert : An email was sent to Il @ ncost.nat.gov.iw (Mon May 17 15:30:32 CST 2021)

Event details:

Service: Web

Application: Default Web Application
Response Code: nfa

Response Time: n/a

Response Size: n/a

Client-side details:

Session ID: none

source IP: I
User: n/a

Server-side details:

Host: I

URL: fsvnfentries
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Fdol EUR B > W RgER %‘(E‘ f %\» f% g Jﬁ a2 ah) i

L T —‘ﬁ %ﬁ':x:UlD:GID:#ﬁiﬁ:w 47:Shell ; - 2 ¢ UID

Lofe sgfg,wm% 3 ¥ UID 5 0 & % root 2 » UID 43+ 1

3999 % kiibeEL o ¥ ¥ i * sudo & root Uk BLIY {7 cat

fetc/sudoers AR 3 B "2 e » L E 11 4 @ % le

t4# ALL=(ALL:ALL) ALL) - reia® "I 2l > ¥ L {7

getent group He o LR 12 ﬁ—p GE WS F 2
FHEEL » AT B AR IURELL e B A

:~$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:X:5:60:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd: /usr/sbin/nologin
_apt:x:42:65534: : /nonexistent: /usr/sbin/nologin
nobody :x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
systemd-network:x:998:998:systemd Network Management:/:/usr/sbin/nologin
systemd-timesync:x:997:997:systemd Time Synchronization:/:/usr/sbin/nologin
dhcped:x:100:65534:DHCP Client Daemon,,,:/usr/lib/dhcpcd:/bin/false
messagebus:x:101:102: : /nonexistent:/usr/sbin/nologin
systemd-resolve:x:992:992:systemd Resolver:/:/usr/sbin/nologin
pollinate:x:102:1::/var/cache/pollinate:/bin/false
polkitd:x:991:991:User for polkitd:/:/usr/sbin/nologin
syslog:x:103:104: : /nonexistent: /usr/sbin/nologin
uuidd:x:104:105:: /run/uuidd: /usr/sbin/nologin
tcpdump:x:105:107: : /nonexistent: /usr/sbin/nologin
tss:x:106:108:TPM software stack,,,:/var/lib/tpm:/bin/false
landscape:x:107:109::/var/lib/landscape: /usr/sbin/nologin
fwupd-refresh:x:989:989:Firmware update daemon:/var/lib/fwupd:/usr/sbin/nologin
usbmux:x:108:46:usbmux daemon,,,:/var/lib/usbmux:/usr/sbin/nologin
user:x:1000:1000:user:/home/user:/bin/bash
sshd:x:109:65534: : /run/sshd: /usr/sbin/nologin
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:~% sudo cat /etc/sudoers
[sudo] password for user:
#
# This file MUST be edited with the ‘visudo' command as root.
#
# Please consider adding local content in /etc/sudoers.d/ instead of
# directly modifying this file.
#
# See the man page for details on how to write a sudoers file.
#
Defaults env_reset
Defaults mail_badpass
Defaults secure_path: usr/local/sbin: /usr/local/bin: /usr/sbin:/usr/bin:/sbin:/bin:/snap/bin"

# This fixes CVE-2005-489@ and possibly breaks some versions of kdesu
# (#1011624, https://bugs.kde.org/show_bug.cgi?id=452532)
Defaults use_pty

# This preserves proxy settings from user environments of root

# equivalent users (group sudo)

#Defaults:%sudo env_keep += "http proxy https_proxy ftp_proxy all_proxy no_proxy"
# This allows running arbitrary commands, but so does ALL, and it means

# different sudoers have their choice of editor respected.

#Defaults:¥sudo env_keep += "EDITOR"

# Completely harmless preservation of a user preference.
#Defaults:%sudo env_keep += "GREP_COLOR"

# While you shouldn't normally run git as root, you need to with etckeeper
#Defaults:¥sudo env_keep += "GIT_AUTHOR_* GIT_COMMITTER_*"

# Per-user preferences; root won't have sensible values for them.
#Defaults:%sudo env_keep += "EMAIL DEBEMAIL DEBFULLNAME"

# "sudo scp” or "sudo rsync” should be able to use your SSH agent.
#Defaults:¥sudo env_keep += SH_AGENT_PID SSH_AUTH_SOCK"

# Ditto for GPG agent
#Defaults:%sudo env_keep += "GPG_AGENT_INFO"

# Host alias specification
# User alias specification
# Cmnd alias specification

# User privilege specification
root ALL=(ALL:ALL) ALL

# Members of the admin group may gain root privileges
%admin ALL=(ALL) ALL

# Allow members of group sudo to execute any command
%sudo  ALL=(ALL:ALL) ALL
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$ getent group sudo
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25608 A
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25605 =A 258 2020-08-2014:36:56.266
25604 =X 258 2020-08-2014:32:32.808
25587 =EA 258 2020-08-1916:32:58.833
25583 A 400 2020-08-1914117:18.19
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25582 EA
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uusr account:userl .
[ uusr |1d:259 J
Now Time is Tue Feb 25 11:42:57 CST 2020, 1582602177218

ZF AT B EEIREN Eref map

call validateAuthAdmin \l
sessionCreated
sessionCount:1 =R
call authAdmin =
in authAdmin account::userl /
|\ [uuser 1d:259]Login out 2020-02-25 11:48:53.993 J

sessionTerminated
sessionCount:0
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Splunk Alert: [_J-emror

The alert condition for [ -error’ was triggered,
logdj:ERROR setFile(nulltrue) call failad.
java.do FileMotFoundException: c:\logh\log.tet (\xAEs\xAB\xFA\XBIQ\xATIC)
at java.io.FileOutputStream.open(FileOutputStream.java:270)
at Java.lo.FileQutputStream. <init={FileQutputStream.java:213)
at java.o.FileOutputStream.<init={FileQutputStream.java: 133)
at org.apache.logdj. FileAppendersetFile(FileAppenderjava: 294)
at org.apache.logd] FileAppenderactivateOptions(FileAppender.java: 165)
at org.apache.logdj.DailyRollingFileAppender.activateOptions[DailyRollingFileAppenderjava: 223)
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D PER(UTC) S $a 4k o i 1R 28 B 7 (GMT)
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KA o P REERR Y bR 32 -
id i method sertype  |logtme = Juuser d unitid T
3045128 163.29.35.3 auth auth I\"\Dzl\la/ﬁ.DW‘.’ml 2026-03-17 10:24:48.091 88290 2968
3045125 210.241.71.169 auth auth Mozilla/5.0 (Wine || 2026-03-17 10:21:23.314 85681 8142 —EEREE
3045121 163.29.35.3 auth auth Mozilla/5.0 (Win || 2026-03-17 10:17:17.585 88290 2968
3045112 163.20.116.186 auth auth Mazilla/5.0 (Win || 2026-03-17 10:06:33.445 81600 15237
3045107 163.29.130.56 auth auth Mozilla/5.0 (Wini || 2026-03-17 10:02:07.39 95312 6450
3045103 211.21.104.189 suser_auth suser_auth 2026-03-17 10:00:17.783
3045099 61.60.127.50 auth auth Mozilla/5.0 (Wini | 2026-03-17 09:51:19.031 77928 7317
3045098 61.60.127.50 auth auth Mozilla/s.0 (Win: || 2026-03-17 09:51:08.679 82638 6700
3045096  163.29.103.14 auth auth Mozilla/5.0 (Win || 2026-03-17 09:44:56.193 7668 4856 —HRE
3045094  60.248.140.207 auth auth Mazilla/5.0 (Win || 2026-03-17 09:43:32.182 88942 5465
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JREHPERE > @ AD o PR B R 27 4 v e e PR B (4o
time.stdtime.gov.tw %)i& 7 ¢ % > Linux(Ubuntu % &)+ i *
timedatectl 2% T PFR o 4 kiR SR RIRERFTEFTRA 0 0
B 33 -

:~$ timedatectl timesync-status
118.163.81.61 (time.stdtime.gov.tw)
1: Imin 4s (min: 32s; max 34min 8s)
normal
4
2
COA80003
: 2us (-19)
991us (max: 5s)
-373us
4.389ms
(2]
i
+3.970ppm
:~$ cat /etc/systemd/timesyncd.conf
This file is part of systemd.

systemd is free software; you can redistribute it and/or modify it under the
terms of the GNU Lesser General Public License as published by the Free
Software Foundation; either version 2.1 of the License, or (at your option)
any later version.

Entries in this file show the compile time defaults. Local configuration
should be created by either modifying this file (or a copy of it placed in
/etc/ if the original file is shipped in /usr/), or by creating "drop-ins" in
the /etc/systemd/timesyncd.conf.d/ directory. The latter is generally
recommended. Defaults can be restored by simply deleting the main
configuration file and all drop-ins located in /etc/.

Use 'systemd-analyze cat-config systemd/timesyncd.conf' to display the full config.

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

See timesyncd.conf(5) for details.

[Time]
NTP=time.stdtime.gov.tw
#FallbackNTP=ntp.ubuntu.com
#RootDistanceMaxSec=5
#PollIntervalMinSec=32
#PollIntervalMaxSec=2048
#ConnectionRetrySec=30
#SaveIntervalSec=60

:~$ timedatectl

t Mon 2026-04-27 05:48:37 UTC

Mon 2026-04-27 05:48:37 UTC
Mon 2026-04-27 05:48:36
Etc/UTC (UTC, +0000)
yes
active

R133 Ubuntu NTP 3% T ]
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hreat List

A
D v Title =

Categary ¥ Prioriy ¥ State

Spoofing the OS Process Process Spoofing High Mitigated

Spoofing of Source Data Store Generic Data Store Spoofing High Mitigated

Potential Data Repudiation by OS5 Process Repudiation High Mot Started
10 \Weak Access Contral for a Resource Infarmation Dis: High Mot Started
11 Potential Pracess Crash ar Stop for OS5 Process Denial Of Servic  High Mot Started
12 Data Flow Generic Data Flow |s Potentially Interrupte  Denial Of Servic  High Mot Started
13 Data Store Inaccessible Denial Of Servic  High Mot Started
14 05 Process May be Subject to Elevation of Privilege  Elevation Of Priv High Mot Started
15 Elevation by Changing the Executian Flow in O3 Prov  Elevation Of Priv High Mot Started
16 Spoofing the OS Process Process Spoofing High Mot Started
17 Crnnfine ~f Nactinatinm Nats Ctara Ganari- Nata St Cnnafing Hinh Blot Ctortad

Export Csv|
hreat Properties

29 Threats Displayed, 29 Total

D: 7 Diagram: Diagram 1 Status:
Title: |Spoofing the OS Process Process
Categary: Spoofing
Description: |©% Pracess may be spoofed by an attacker and this may lead to information disclosure by Generic [

Justification:

Interaction: |Generic Data F|DW|

High

Priarity:
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Threat Modeling Report

Crested on 2022/%/20 T4 044100
Threat Model Mame:

Owner:

Reviewer:

Contributors:

Cescription:

Assumptions:

External Dependencies:

Threat Model Surnmary:

Mot Started a
Met Appliczble 3
Mesds Investigetion 2
Mitigetion Implernantad 24
Total 29
Total Migrsted a
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= Capturing Security Requirements through Misuse Cases, Sindre
and Opdahl [8]

= Threat Modeling, www.microsoft.com -
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TR A HERE
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TS | AR ELGHEY LARZ R TSR
WrEm | d ¢ 3B
MF | ¥ LAk 4o OWASP Top 10 ~ CWE Top25 % ¢ i+ ¢
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2 23N FG 0 4ol i~ o (Injection) & B sk %r A TR (XSS) &
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2% « OWASP Top 10: 2025 i i 71 % 255 [ 68 -
IER th3L T
A01:2025 |#EPRIZHI K Broken Access Control
A02:2025 |Z 2 5 ERAME Security Misconfiguration

A03:2025 |EAS B 2 K3
A04:2025 | INZHEHI K

Software Supply Chain Failures
Cryptographic Failures

A05:2025 [FATUBE Injection
A06:2025 |-~ &8 ET Insecure Design
A07:2025 |BsE = Authentication Failures

A08:2025 |Eii2 & Bl e B4 K |Software or Data Integrity Failures

A09:2025 |EX ik M BRI |Security Logging and Alerting Failures

A10:2025 |BISNRTBIEAE Mishandling of Exceptional Conditions
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Server Error in '/' Application.

*'—“1
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-
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_, e
>

Conversion failed when converting from a character string to uniqueidentifier.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about
the error and where it originated in code.

Exception Details: System.Data.SqlClient.SqlException: Conversion failed when converting from a character string to uniqueidentifier.

Source Error:

An unhandled exception was generated during the execution of the current web reequest. Information
regarding the origin and location of the exception can be identified using the exception stack trace below.
below:

Stack Trace:

[SglException (0x801131904): Conversion failed when converting from a character string to uniqueidentifier.]
System.Data.SqlClient.Sq1Connection.OnError(SqlException exception exception, Boolean breakConnection) +194862
System.Data.SqlClient.SqlInternalConnection.OnError(SqlException exception, Boolean breakConnection) +4844874
System.Data.SqlClient. TdsParser. ThrowExceptionAndwarning (TdsParserStateObject stateObj) +194
System.Data.SqlClient. TdsParser.Run(RunBehavior runBehavior, SqlCommand cmdHandler, SqlDataReader dataStream,
System.Data.SqlClient.SqlDataReader.RunBehavior setTimeout) +187
System.Data.SqlClient.SqlDataReader.ReadInternal(Boolean setTimeout) +197
System.Data.SqlClient.SqlDataReader.ReadQ +9
System.Data.SqlClient.SqlDataReader.ReadInternal(Boolean setTimeout) +9
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Executive Summary
Issues Overview

On Sep 7, 2020, a source code review was performed over the Codes_on I code base. 4595 LOC.

(Executable) were scanned and reviewed for defects that could lead to potential security vulnerabilities. A total of

38 uncured findings were uncovered during analysis.

[ Issues by Category
E 13

Project Summary 3

Code Base Summary 8

Code location: C:\Documents and Settings\ \Desktop\Codes_on | | 1 7

| Number of files: 35 7

Lines of Code: 4595 5

Build Label: <No Build Lab> 2

2

| Scan Information 1

| Scan time: 04.31 1
SCA Engine version: 5000172 1 ‘
Machine Name: 1 ‘
Username runningscan: [ ) 1 |
|
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No value present

Stack Trace

java.base/java.util. Optional.orElseThrow(Optional.java:377)

idk.internal reflect. GeneratedMethodAccessor297 .invoke(Unknown Source)

java.base/jdk.internal reflect. DelegatingMethod Accessorimpl.invoke(DelegatingMethodAccessorimpl java:43)
java.base/java.lang.reflect. Method.invoke(Method.java:568)

org. springframework_aop support AopUtils invokeJoinpointUsingReflection(AopUltils java:360)

org.springframework . aop.framework.CglibAopProxy$DynamicAdvisedinterceptor.intercept{CglibAopProxy java: 724)

jdk.internal reflect GeneratedMethodAccessor205. invoke(Unknown Source)

java.base/jdk.internal.reflect. DelegatingMethodAccessorimpl.invoke(DelegatingMethodAccessorimpl.java:43)
java.base/java.lang.reflect. Method.invoke(Method. java:568)
org.springframework.aop.support.AopUtils.invokeJoinpointUsingReflection(AopUtils java:360)
org.springframework.aop.framework. ReflectiveMethodlnvocation.invokeJoinpoint(ReflectiveMethodinvocation java: 196)
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EAlHEE | BRI MP R L RIRGEE B
TR R Ax AR ERY nmap & %ﬁz?lﬂ,é ’%ﬂ* EARCHEIRE R LS JF ) 3

BT JRIFE BT > R R ww&ﬁwmﬁﬂ
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T A E A VRN
YATE G F nmap Rl EE B nmap -sV g sk ak o feiRLE %
LB TT

C: \Windows\SustemdDrmap -V wmwtw

Starting Miap 7.80 ( Kttps://rmap.org ) at 2020-07-13 22:49 ¥ _9D-(RE?!
bhnap scan report for . »

Host is o [|] 021s Iaterr:yg

t=
RT STﬂTE EH';’III YERSIN
0/tcp open hittp Nicrosoft [15 httpd 10.0
$3/cp woen ssl/hites

reice Infor 050 Windows; CPE: epet/otmicrosoft:windows

= "H*'%n\\”:

o

Farvice detection performed. Please report arw incorrect results at https://rmap,
ore/submits
bhvap dorie: 1 1P address (1 host wp) scarred in 4101 seconds

TR KR AP ER
BI77 Nmap & |3 T PRI 4 b

=0T L% netstat AR A2 JRIFEIIE T B R 2 PID ~ A2 50
B PRI K iR 5 ) ¢ Windows e iR % 35 B 78 - Linux ke iRl
B2 B 79

>netstat -ao

b &P 4 41t ik B8

23147-LAB0O2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
23147-LAB0O2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
23147-LABO2: LISTENING
8. : 23147-LABO2: LISTENING

FAKR AP

0.
0.
0.
0.
0.
0.
0.
0.

.0,
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.0.
.0

-0
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.0,
.8,
B0
.0,
-8,
B
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FAlE | WUEHP R L RIRBR ST

:~$% netstat -o -1
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address 0 Address State
tcp € 9 9.9.0.8:s5h 9.0. : LISTEN
tep @ _localdnsprox i .0.0.0: LISTEN
tcp @ _localdnsstub:domain 9.0.0.0: LISTEN
tcpb € [ c d LISTEN
udp @ _localdnsproxy:domain
udp _localdnsstub:domain
udp @ lab@l:bootpc
rawé 2 [ pv6-icmp
Active UNIX domain sockets (only servers)
Proto R Cnt Flags Type State
unix STREAM LISTENING MY systemd/userdb/io.systemd
unix STREAM LISTENING ] ™ stemd/io stemd.Managed00
unix 2 s LISTENING 49 Jrun/ lvm,’lvmpulld socket
unix 2 g S LISTENING 5 /run/systemd/fsck.progress
unix 2 LISTENING 1160 /i ystemd/journal/stdout
unix 2 g '] 4 LISTENING b /run/udev/control
unix 2 S LISTENING 3 /var/run/vmware/guestServicePipe
unix LISTENING 613 /run/fus
unix 2 S LISTENING 6143 /run/user
unix LISTENING 6144 /runfus
unix 2 S LISTENING 202 /run/syste
unix LISTENING 6146 /run/fus
unix Ci STREAM LISTENING 6148 /run/user
unix REAM LISTENING 6153 /run/fus
unix STREAM LISTENING ’r‘unvu:el‘tln@ﬂ;gnupk-‘s
unix C LISTENING 5 /run/us conf-socket
unix S LISTENING 616 /run/user/1000/sna o on-agent.socket
unix C LISTENING 6180 /run/us
unix S LISTENING /run/systemd/
unix C LISTENING /run/systemd/r
unix 5 LISTENING 646 /run/
unix Cl LISTENING
unix LISTENING
unix Cl LISTENING
unix LISTENING
unix M LISTENING
unix LISTENING
unix . L LISTENING 1151 i orage/multipathd
unix S LISTENING 368 @ISCSIADM_ABSTRACT_NAMESPACE

FHAR AP HER

AR 2,

R179 Linux netstat # iRl © PRI+ 4 b

= Linux('# Ubuntu % %))+ i * systemctl list-unit-files --
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W TR SR PRIEE B

1% systemctl list-unit-files --type=service
UNIT FILE STATE
apparmor.service
apport-autoreport. service
apport-coredump-hook@. service
apport-forward@.service
apport.service
apt-daily-upgrade.service
apt-daily.service
apt-news.service
autovt@.service
blk-availability.service
bolt.service
cloud-config.service
cloud-final.service
cloud-init-hotplugd.service
cloud-init-local.service
cloud-init.service
console-getty.service
console-setup.service
container-getty@.service
cron.service
cryptdisks-early.service
cryptdisks.service
dbus-org.freedesktop.hostnamel.service
dbus-org.freedesktop.localel.service
dbus-org.freedesktop.loginl.service
dbus-org.freedesktop.ModemManagerl.service
dbus-org.freedesktop.resolvel.service
dbus-org.freedesktop.thermald.service
dbus-org.freedesktop.timedatel.service
dbus-org.freedesktop.timesyncl.service
dbus.service
debug-shell._service
UNIT FILE
apparmor.service
apport-autoreport. service
apport-coredump-hook@. service
apport-forward@.service
apport.service

T kR ATHE

PRESET
static
static
static
static

static
static

static

static

static

STATE PRESET
static
static
static

27
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:~$ cat /etc/ssh/sshd _config

# This is the sshd server system-wide configuration file. See
# sshd_config(5) for more information

# This sshd was compiled with PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games

# The strategy used for options in the default sshd_config shipped with
# OpensSH is to specify options with their default value where

# possible, but leave them commented. Uncommented options override the
# default value.

Include /etc/ssh/sshd_config.d/*.conf
When systemd socket activation is used (the default), the socket

configuration must be re-generated after changing Port, AddressFamily, or
ListenAddress.

systemctl daemon-reload
systemctl restart ssh.socket

#
#
#
#
# For changes to take effect, run:
#
#
#
#

#Port 22
#AddressFamily any
#ListenAddress ©.6.0.8
#ListenAddress ::

#HostKey /etc/ssh/ssh_host_rsa_key
#HostKey /etc/ssh/ssh_host_ecdsa_key
#HostKey /etc/ssh/ssh_host_ed25519_key

# Ciphers and keying
#RekeyLimit default none
Ciphers chacha2@-polyl3@5@openssh.com,aes256-gcm@openssh. com,aes256-ctr

# Logging
#SyslogFacility AUTH
#lLoglLevel INFO

# Authentication:

#LoginGraceTime 2m
PermitRootLogin no
#StrictModes yes
#MaxAuthTries 6
#MaxSessions 18

PubkeyAuthentication yes

# Expect .ssh/authorized_keys2 to be disregarded by default in future.
#AuthorizedKeysFile .ssh/authorized_keys .ssh/authorized keys2

#AuthorizedPrincipalsFile none

#AuthorizedKeysCommand none
#AuthorizedKeysCommandUser nobody

# For this to work you will also need host keys in /etc/ssh/ssh_known_hosts
#HostbasedAuthentication no

# Change to yes if you don't trust ~/.ssh/known_hosts for

# HostbasedAuthentication

#IgnoreUserknownHosts no

# Don't read the user's ~/.rhosts and ~/.shosts files

#IgnoreRhosts yes

# To _disable tunneled clear text passwords, change to no here!
PasswordAuthentication no
#PermitEmptyPasswords no

# Change to yes to enable challenge-response passwords (beware issues with

# some PAM modules and threads)
KbdInteractiveAuthentication no
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namp --script ssl-enum-ciphers

TLS1.1 @ﬁi@lﬁ, %

W R DR RS
BIFHTTPS
_Z

g kufx* SSLV3~TLS1.0 2 TLS1.1 %32

RN SR

RESEFPCRELB B Fb|? prsbomig* 2%

2 A g

4 RC2 ~ RC4 ~ DES ~ 3DES » MD5 % SHA %
TR NS

s Bl A 2L ﬁbﬁ'ﬁ'ﬁf’ﬁ % o

AT d 4o BUF B E

2 5 @ % Windows & 4 1 F ~
p 443 erhimp

2

¥ 2 & * 3DES ~ RC4 ~ SHA 12 2 MD5 %

PORT

STATE [ﬂ% REASON
443ftcp open |https | syn-ack

TLSV1.2:
ciphers:

i g S| BADEETLVLL . BB

TLS_ECOHE_ECDSA_WITH_AES_128_GCM_SHA2S6 (secp2sérl) -
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (secp256rl)

ciphers:

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256rl) - A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp2S6ri) - A
TLS_RSA_WITH_AES_128_(BC_SHA (rsa 2048) - A
TIS_RSA WITH AFS 256 CRC SHA (rsa J2048) - A

TLS_ECDHE_ECDSA_WITH_AES_128_(BC_SHA (secp256rl) - A
TLS_ECDHE_ECDSA_WITH_AES_256_(BC_SHA (secp256rl) - A

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (secp256rl) -
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (secp256rl) -
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (secp256rl) - .n
TLS_ECDHE_RSA_WITH_AES_256_GCHM_SHA384 (secp?SGrl} - A
TLS_ECDHE_RSA_WITH_AES_128_(BC_SHA (secp2Sérl) -
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA {secpESérl)
TLS_RSA_WITH_AES_128_GCH_SHA256 (rsa 2048) -

TLS_ECOHE_RSA_WITH_3DES_EDE_CBC_SHA (secp256rl) - C
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C
TLS_ECDHE_ECDSA_WITH_RCA_128_SHA (secp256rl) - €
TLS_ECOHE_RSA_WITH_RCA_128_SHA (secp256r1) - C
TLS_RSA_WITH_RC4_128_SHA (rsa 2048) - C

TLS RSA WITH RC4 128 MDS (rsa 2048) - C

TLS_E(DHE ECDSA | I.\ITH BD‘ES EDE_CBC_SHA (secp256rl) - C

TLS_RSA_WITH_AES_256_GCH_SHA3B4 (rsa 2658)
TLS_RSA_WITH_AES_128_(BC_SHA (rsa 2048) -
TLS_RSA_WITH_AES_256_(BC_SHA (rsa 2048) -

secp
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (serpzssrl)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) -
TLS_ECOHE_ECDSA_WITH_RCA_128_SHA (5ecp256rl} - ¢
TLS_ECOHE_RSA_WITH_RCA_128_SHA (secp2Sérl) - C

Broken cipher RC4 is deprecated b,
Ciphersuite uses MD5 for message integrity
Weak certificate signature: SHA1

compressors: ] TLS_RSA_WITH_RC4_128_SHA (rsa 2048) - C
HULL L/ TLS_RSA_WITH_RC4_128 MDS (rsa 2048) - C
cipher preference: server Eﬁﬂ]’ E (G'r“P[fSSDr‘S:
warnings: RC4. i
¢ 3DES - RC cipher preference: server
64-bit block cipher 30ES vulnerab MDSEEE , BB =
Warnings:

64-bit block cipher 3DES vulnerable to SWEET32 attack
Broken cipher RC4 is deprecated by RFC 7465
Ciphersuite uses MD5 for message integrity
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txdw

<connectionstrings>
<add
name="HorthwindConnectionstring™
connectionstring="0ata Source=servertame;Initial
catalog=northwind;rPersist security Info=True;uUser
ID=usertame;Password=password”
providername="System.Data.sqlclient”
i
</connectionstrings:
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= connectionStrings 5 4r % a2 16 > web.config ¢ & 2L <
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7 web.config - £5%
ERp FEQ =50 B30 =8

zconnectionStrings configProtectionProvider="RzaProtectedConfigurationProvider"s
<EncryptedData Type="http://www.w3.org/20001/04/xnlenc#Elenent” sxnlna="http://www.w3.0rg/2001/04/ xnlenc#">
<Encryptiondethod &lgorithm="http://wew.v3.0re/2001/04/xmlencFaes256-che" /=
<Keylnfo umlns="http://www.w3.0rg/2000/08/ xnldsizgd">
<Encryptedkey wmlns="http://www.w3.org/20001/ 04/ xnlenc >
<Encryptionfethod &dlgorithn="http:/fvww. w3, 0rg/2001/04/ xnlenc#Fraa-oaep-ngflp" /=
<Kevlnfo xmlns="http://fwww.w3.org/2000/09/ xnldsigé">
<Keylame=Rza Key</Keylane>
=/Kevlnfo>
<CipherData>
<CipherValue>HYRAYCz2 IPOHFwOM9p IPhquT czzdg+5dEOBCH veS00nCpmhWTL vozxAWhdalf WP 5TUcL 0412 /PeTesIHo5 n
</CipherDatax
</Encryptedkeys
</Keylnfo=
<CipherData>
<CipherValue=Zl4e2 iVxtBylkooT6FEXONSGT L6 at JTe i0F 7K+ 26K 7CnZC4 Snne 2/ +HAS yLNZ zaTxk6nd 30E 0 j cFWCEKhwHE 11
</CipherData>
</EncryptedDatax
<fconnectionStringss
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Edit this file to introduce tasks to be run by cron.

Each task to run
indicating with d:
and what command to run for the task

and day of week (dow) or use "*°

daemon’s notion of time and timezones.

Wodh 36 9 W B Ik S

at 5 a.m every week with:
@5 * * 1 tar -zcf /var/backups/home.tgz /home/

m h dom mon dow command
Edit this file to introduce tasks to be run by cron.

and what command to run for the task

#
i
id
id
#
#
i
id
#
#
i
id
id
#
i
id
# minute (m), hour (h), day of month (dom), month (mon)
# and day of week (dow) or use *
#
i
id

daemon's notion of time and tis nes..

#

id

# at 5 a.m every week with:
/var/backups/home.tgz /home/

#

[# m h dom mon dow command

@ 3 * * * apt update && apt upgrade -y
E Help J
y BExit

Write Out
Read File

Where Is
Replace

Cut
Past

04
~

e

to be defined through a single line
erent fields when the task will be run

To define the time you can provide concrete values for
minute (m), hour (h), day of month (dom), month (mon),
in these fields (for ‘any’).
Notice that tasks will be started based on the cron's system
# output of the crontab jobs (including errors) is sent through

email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts

For more information see the manual pages of crontab(5) and cron(8)

Each task to run has to be defined through a single line
indicating with different fields when the task will be run

To define the time you can provide concrete values for

in these fields (for ‘any’).
Notice that tasks will be started based on the cron’s system

# Output of the crontab jobs (including errors) is sent through

# email to the user the crontab file belongs to (unless redirected).

# For example, you can run a backup of all your user accounts

# For more information see the manual pages of crontab(5) and cron(8)
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