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Type: Custam

Last Update: Mon May 17 15:30:32 C5T 2021

Server Group: I

Gateway: ¥2010

Description: WEB MISC Unauthorized File Access

Immediate Action: Block

Followed Action/s:

Emailalert : An email was sent to Il @nccst.nat.gov.tw (Mon May 17 15:30:32 CST 2021)

Event details:

Service: Web

Application: Default Web Application
Response Code: n/fa

Response Time: n/a

Response Size: n/a

Client-side details:

Session ID: none

source IP: I
User: n/a

Server-side details:

Host: I
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& DAGIHIIEEE - Log Messages - TortoiseGit - O X
master From: |zo19;11f 4 @ | Tor |?_0?_1f 318 B | 2 Auth | Authoremal | |1][ &

Graph Actions Message Author Date &3
[ ¢ @ EESER yanming 2020711717 b4 10:22:54

) [HENpA] SC1090080 ] yanming  2020/11/16 4 11:27:05

K [HENpAl ERAKESESCI00069  yanming  2020/10/21 T2 0241:55 v
£ >
SHA-1: 657dF6aldbbfdefd4c893a63153bF7854batc3bd

= sC1eceese AESHSEBUVIENHERR

Path Extension  Status Lines added  Lines removed 03
i | weby/css/css.css \C55 Modified 26 23

sB web/css/desktop.ini Jani Deleted 0 5

D web/errorPage.jsp Jsp Modified 4 4

@web;‘img;‘B_d.png .png Modified

@ web/img/B_c2.png .png Modified

@web;‘img;’B_clpng .png Modified

@Web;‘img_{B_deng .png Moaodified

@web;‘img;‘B_dZ.png .png Modified

@web;‘img;‘B_dipng png Modified

@web;‘img;’Banner.png .png Added

@web;‘img;‘BannerZ.png .png Added

[ PR . e v
Showing 34 revision(s), from revision b110355a to revision 0fef4683 - 1 revision(s) selected, O file(s) selected; line: 51(+) 50(-) files:
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A B R B E I o
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namp --script ssl-enum-ciphers
#QL f‘? “"ﬂ: e J

P i * 3DES~RC4-~SHA 232 MD5 %55 /% > &
:é;‘;;?}:&ﬁn/\

- @

N
7 RC2 -~ RC4 -~ DES ~ 3DES ~ MD5 %2 SHA %
P R e mA AT RIA R AL IR
S AR P HRETE A AT R R R Y S RIR N o
Bl e % nmap &R £ > @ * Windows é 4 T F
Jfﬁ/?]iﬂ YTl

* SSL V3~ TLS1.0 5 TLS1.1 % i 3t 2o
fwiﬁ;‘a:;;’ 3

T
—

-p 443 gk izht

3—&?]81’%&15%;J—r"&~p1’5:§?% % >z TLS1.1

EIFEHTTPS
PORT  STATE SERVECE REASON TLSV1.2:
443/tcp open |https | syn-ack ciphers:
ssl-enum-ciphers: = TLS_ECOHE_ECDSA_WITH_AES_128_GCM_SHA2S6 (secp2S6rl) - A
Tovii: >| IEAMSETLSVLL - BBk TLS_ECOHE_ECDSA_WITH_AES_256_GCH_SHA384 (secp256r1)
ciphers: TLS_ECOHE_ECDSA_WITH_AES_128_CBC_SHA (secp256rl) - A
TLS_ECOHE_ECDSA_WITH_AES_128_CBC_SHA (secp256rl) - 13‘5?Eﬁﬁ'ﬁﬁﬂsﬁi‘{.’f?ﬁfiﬁés&ﬁsiﬁiﬁa‘Eiifﬁ??éii,'.".1
TLS_ECOHE_ECDSA WITH_AES_256_CBC_SHA (secp2s6ri) - TLS_ECOHE_RSA_WITH_AES_256_GCH_SHA334 (secp256r1)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (secp256r1) - A T T AE 128 cot S (saetnty
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp2S6rl) - A LS ECIME RSAMITH AES 256 CBC S (sernzssi)
EE—E&‘:—E?%E—&%E:?—W (rsa 2048) - A TLS_RSA_WITH_AES_128_GCH_SHA2SG (rsa 2048) - A
= TLS_RSA_WITH_AES_256_GCH_SHA384 (rsa 2048)
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA (secp256r1) - C TLS_RSA_WITH_AES_128_CBC_SHA (rso 2048)
TLS_ECOHE_RSA_WITH_30ES_EDE_CBC_SHA (secp256rl) - C -
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048)
LS

_ - C
ECOHE_ECDSA_WITH_RCA_128_SHA (secp256r1)
TLS_ECOHE_RSA_WITH_RCA_128_SHA (secp256r1)

TLS_RSA_WITH_RC4_128_SHA (rsa 2048)

-C
TLS RSA WITH RCA 128 MD5 (rsa 2048)
compressors:

HULL

- A
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) -

secp
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA (sarpzssrl)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) -
TLS_ECOHE_ECDSA_WITH_RCA_128_SHA (5ecp256rl}

?ﬂ:ﬂ_ BB

TLS_ECDHE_&SA_NITH_R(d_lzs_SﬁA (secp256rl)
= TLS_RSA_WITH_RCA_128_SHA (rsa 2048) - C
/ TLS_RSA_WITH_RC4_128_MD5 (rsa 2048)
cipher preference: server BT B (G'r"PFESSDr‘Si
warnings: R 4 L
% 3DES * RC cipher preference: server

64-bit block cipher 3DES wulnerab MDSEEEE . EBR ¢

Broken cipher RC4 is deprecated Warnings: .

Ciphersuite uses MD5 for message 1ntegr1ty g:‘j:;: :i:;::;?:';::i;_::é::;“E;"'R:g ?:Egﬁz attack
Weak certificate signature: SHAL : :

Ciphersuite uses HD5 for message integrity
_ least strength: C

%Kik kit kTR

B181 Nmap | ciphers

FEFTOR | BT E hauE B a2
s Tk Bt Bl A2 REIR A 0 o Nmap HRl s %
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namp --script ssl-enum-ciphers -p 443 g zk = ht

:ﬁﬁ%%ﬁwﬁ&gmzw%fmﬂCmMmﬂaﬂ%ﬁ’H

TLS RSA WITH_AES 256 GCM _ SHA384 (rsa 2048) % ] » H

AES # B ix 8% 2. b4t B v £ 256 =~ SHAFE 2 2445 &
#3841 m RSAFE 2@ * 2. £4gk 5;'* i 2048 =~ »
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Zihvenmap --geript ssl-enum-ciphers -p 443 wywonccat.nat.gov.tw

Starting Nmap 7.91 ( https://nmap.org ) at 2021-10-13 10:12 Fxx¥_YD.CRE?!
Umap =zcan report for www.nccet.nat.gov.tw (117.56.7.127

Hogt iz up (0.0049z latencwy).

rDNS record for 117.56.7.12: 117-56-F-12.hinet-ip.hinet.net

PORT STATE SERVICE
443 tecp open https
| mzl-enum-ciphers:
| TLSwl.2:
ciphers:
TLS_RSA_WITH_AES 256 _CEBC_SHA (rza 2043% - 4
TLS_RSA_WITH_AES 128 CBC_SHA (resa 2048) - 4
ABES 256 _CBC_SHAZSE (r=a 2043)

TLS_RSL_WITH_AES_256_CBC_ -
TLS_RSA_WITH 8ES 128 CBC_SHAZS6 (rsa 2048) -
e b T 0_A 4 M alY! fy q = _

I Ll )

LS FCDRE

te- | - e

~125 CBC_GHA (mecp2sbrl) - A
TVITH AES 256 CBC GHA (secpisérl) - A
TLS ECDHE RSA WITH AES 128 GCH SHA256 (secp256rl) - A

TLS_ECDHE_RS4 WITH_AES_256_GCH_SHAZ34 (secpzbbrl) - 4

|

|

|

|

|

|

| oA
I CE
|

|

I TLS_DHE_RS4_WITH_AES 256 _CBC_SHA (dh 1024) - A
|

|

|

|

|

|

|

|

|

|

: b M
_WITH_&4ES_ 133

TLS_ECDHE ESA_TITH_AES

11
_RS4

TLS_DHE_ES4_WITH_AES 128 CBC_SHA (dh 1024% - 4
TLS_DHE_RS4_WITH_AES_256_CBC_SHAZS56 (dh 10247
TLS_DHE_RSA_WITH_AES 128 _CBC_SHAZ256 (dh 10247
TLS_DHE_ES4_WITH_AES 128 GCHM_SHAZ56 (dh 10247
TLS_DHE_ES4_WITH_AES
COMPressors:
NTULL
cipher preference: server
warnings:
Eev exchange (dh 1024) of lower strength than certificate kevw
leazt =trength: A&

[
== ==

256_GCHM_SHAZE84 (dh 1024)

Nmap done: 1 IP address (1 host up) scanned in 2.60 seconds
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SETY
SHA-256 541

SHA-1 1541
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TTERR
EXREETZER

B EREHMIEZERPD - 61
T
FRIBEH—E5 >

2022718138 28 F45:09:10
2023%F1H138 E8H T45:09:10

5D 91 1BCC84 051E99 15 CD 91 C9 65 05 42 5E
45 68 31 EB 71 3E 94 B4 E6 34 92 66 DD 3D BE A9
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<connectionstrings>

<add
name="HorthuwindConnectionstring™
connectionString="Data Source=serveriame;Initial
Catalog=torthwind;rersist security Info=True;user
ID=useriame;Password=password”
providerdame="5System.Data.sqlclient™
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C:\Uindous\Hicroso(t.NET\Frnncuork\u1.8.38319)aspnct_rcgiis.cxc =pef appSettings

R e Bt e i)
Microsoft C(R) ASP.NET RegllS version 4.0.368319.0

Administration utility to install and uninstall ASP.NET on the local machine.
Copyright (C) Microsoft Corporation. NIl rights reserved.
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<connectionStrings configProtectionProvider="RsaProtectedCenfigurationProvider™
<EncryptedData Type="http://wmw.w3.org/2081/04/xnlenc¥Element™
xmlnse"http://uww.wl.org/2001/@4 /xnlencé" >
<EncryptionMethod Algorithm="nttp:/ aw.wi, org/2001/@4/xnlencEtripledes-cbc” />
<KeyInfo xnlns="htip://rww.w3.0rg/2000/89/xmldsig¥">
<EncryptedKey xmlns=“http://www.w3.org/2001/04/xmlench">
<EncrypticaMethod Algoritha="http://wwu. w3.org/2001/04/xmlenckrsa-1_5" />
<KeyInfo xmlns="htLp://ww.w3.0rg/2000/09/xnldsigh">
<KeyName>Rsa Key</Keylane>
</KeyInfo>
<CipherData>
<CipherValue>X+2W7H+xhOEIEILaTaCpvpFElaldEgvediTocZZALA+ePulB20GeNQyPFO|
</CipherData>
</EncryptedKey>
</KeyInfo>
<CipherData>
<CipherValue>N3PrVazPreoSXk/c7Fyv+k FACQRLEETVRhnOUTUS T 2BowP JEHEC 2U3rwedv/Q3 /2
</CipherData>
</EncryptedData>
</connectionStrings>

<fconfiguration>
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